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Introduction

This Technical Report is a product of the Accredited Standards Committee X9 Financial Industry Standards and was
generated by the X9A3 Subcommittee.

Financial institutions are beginning to build core system architectures using blockchain technology for data storage and
processing. The application of this new technology will impact risk assessments and processes for financial accounting,
compliance, forensic investigation, and regulatory review.

The introduction of blockchain as part of distributed systems architecture introduces the potential for new end points,
vulnerabilities, transaction processing rules, methods for privacy protections, dispute resolution, adherence to governance
agreements, and reporting requirements. In addition, the proliferation of different platforms and blockchain designs
competing for enterprise-adoption today pose challenges for assessing them. Stakeholders, including design architects,
auditors, and other risk assessment professionals will need tools to understand the type of blockchain and its expected
capabilities. This work identifies new elements or functions a risk and control assessment may need to address.

Readers may find a baseline understanding of blockchain as a cryptographically secured distributed ledger system
important to make best use of this technical report. Throughout this document the terms blockchain and distributed ledger
(DLT) are used interchangeably. These considerations may be helpful in supporting both a general understanding of
blockchain systems and evaluating the risks:

e Blockchain is an emerging technology. The various components may be familiar, but when combined may
present unique, unforeseen risks.

e Many aspects of traditional risk assessments still apply. Well-known processes like key management, access
control, or data integrity evaluations still require attention and assessment, but may also take on additional
importance given the new architecture of a blockchain system.

e Blockchain systems will likely be less flexible than traditional database systems. In typical traditional
databases, risks and controls over the system, and the data it contains, tends to rest with a single authority.
However, blockchain systems are distributed by design, which may entail multi-party governance of system
updates, emergency changes, and other critical actions. The automation of certain business processes through
smart contracts and the expectation of immutability in many blockchain designs may also make it less adaptive.
For these reasons, stakeholders may find it more difficult to make necessary technical, compliance, or business
rule changes than with a traditional database.

e Choices in system design should be understood and will result in trade-offs. Examples include:
o performance may be lower if security is higher;
o recording data meant to be immutable has both risks and benefits;
o using open-source code has advantages, but can be more difficult to manage where bug fixes or updates
are needed; and
o using a software provider or consultant services may be more cost-effective up front but could result in
challenges when updates are needed to the system.

e New technologies relevant to blockchain are being introduced all the time. New consensus mechanisms,
programming languages, system designs, encryption options, privacy protection mechanisms, etc. are all in a
rapidly evolving state with no clear winner in sight.

e Consensus standards to support audit, risk assessment, and interoperability considerations are under
development, but are not yet widely available. In parallel with this work, the International Organization for
Standardization (ISO) continues to work on auditing considerations, security, and interoperability questions,
though not necessarily specific to financial services or payments.
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This document leverages traditional risk assessment practices currently in use and extends them to incorporate blockchain
and distributed ledger technologies.

Suggestions for the improvement or revision of this Technical Report are welcome. They should be sent to the X9
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275 West Street, Suite
107, Annapolis, MD 21401 USA.

This Technical Report was processed and registered for submittal to ANSI by the Accredited Standards Committee on
Financial Services, X9. Committee approval of the Technical Report does not necessarily imply that all the committee
members voted for its approval.
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Blockchain Risk Assessment Framework for Permissioned Systems

1 Scope, Purpose and Application
1.1 Scope and Purpose

This technical report (TR) provides a framework for the performance of operational risk assessments on blockchain
systems and applications within a distributed network. Operational risks include information technology (IT) and
information security (IS) areas. IT includes interoperability, resiliency, accessibility, and software maintenance. IS
includes data integrity, confidentiality, authentication, authorization, and accountability (logging capability). This
report features some aspects of application risks including data accuracy, version control, backwards compatibility,
and other usability functions.

This technical report can be used for multiple purposes, including system design reviews, internal control planning,
or internal and external audits. Risk assessments are a basic and necessary function for providing blockchain
assurance to stakeholders.

The content of this document is intended to provide the reader with background terminology and concepts of a
blockchain system. This document’s main contribution is the Risk Assessment Questionnaire (Section 5.). Here,
we offer a series of questions for identifying the blockchain environment and potential risks, and a set of high-level
IT control objective statements. The framework, questionnaire, and IT controls are use case-agnostic and oriented
to permissioned blockchain systems.! The Risk Assessment Questionnaire is divided into five main categories.
Each main category (see below) contains several subsections, as described in Table 1.

Design and Architecture: Discovers the risks of the system’s design and architectural arrangement.

Governance and Operations: Discovers the risk of how the system technically operates and how technical
functions are governed.

Trust and Resilience: Discovers the risks of inadequate technical security processes
System Integration: Discovers the risks of integration points outside the blockchain system itself.

Smart Contracts: Legal and Business processes: Discovers the risks of autonomous/technical execution
of activities based on the fulfilment of pre-agreed conditions described in written/traditional contracts.

T Note that a ‘permissioned’ system is one in which some control and governance, established by agreement of the parties
participating in the system, exists to determine who or what is allowed to read, write, or in other ways manage, operate, or govern
the system. Some blockchain systems are public and considered ‘permissionless’ such that anyone with the requisite hardware,
software, and skill can participate in all or most activities of the network. These types of systems may introduce additional risks
beyond the scope of this report.

ASC X9, Inc. 2021 — All rights reserved 1
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Table 1: Main sections and corresponding subsections within the Risk Assessment Questionnaire

% Smart
‘8 Design and Governance Trust and System Contracts:
o Architecture and Operations Resilience Integrations Lega_ll and
c Business
‘E" Processes
Consensus Cryptographic
Data provenance protocols algorithms APls
. . Public key o
Data integrity Governance infrastructures Interoperability
Resilience, data
Data Maintenance persistence and External data
confidentiality responsibilities continuity of sources
operations
Access Identity
Nodes management management
Jurisdictional
Modular .
laws, regulations,
components and rules
o) Programming
5 languages Standards
©
3 .
X Code review and Change
D maintenance management
Open source Managed
P services (hosted)
Other external
. blockchain or
P;ozgaer:]e;ry other distributed
y networks (multi-
chain)
Smart contract
security
assessment
Inception and
execution of
smart contracts

The content of this document does not include detailed audit plans or the detailed controls and test of controls that
are required when designing an audit plan. The content from this document can be leveraged by the reader when
assessing risks and determining what components may be needed within the audit plan. It is recommended that
the reader review blockchain-oriented audit plans, audit guidance or relevant information that may be available

from the following organizations:

e American Institute of Certified Public Accountants (AICPA) - https://www.aicpa.org/
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e Canadian Institute of Chartered Accountants (CICA) — https://www.cpacanada.ca/
e Information Systems Audit and Control Association (ISACA) - https://www.isaca.org/
e The Institute of Internal Auditors (l1A) - https://na.theiia.org/Pages/IIAHome.aspx

In addition, several other topics are considered out of scope for this technical report but are highly recommended
for future study. These include.

e Data and process operations performed off the blockchain. This would include off-chain data provenance,
integrity, and confidentiality business process and operations.

e Specific capabilities necessary to judge the authenticity of an input document to the blockchain. For
example, this technical report does not address the usefulness, completeness, truthfulness, or accuracy of
data or documents input to the blockchain system.

e Specific technical considerations for providing assurance over data or processes supporting blockchain
operations but performed off-chain.

e Credit and/or market risks associated with the application of blockchain technologies or consensus
mechanisms may apply, depending on the scope of the specific blockchain application under consideration.

1.2 Application

Financial institutions are beginning to use blockchain for various applications, such as issuing letters of credit,
reducing manual documentation processes in trading activity, crypto (or digital) -asset custody, stablecoin or other
cryptocurrency payment activity, and managing data shared with multiple parties. Major financial institutions are
partnering together with consortium groups to investigate the potential for blockchain in their operations and
business practices. A blockchain alone is not a platform, rather it is often used as a component within a larger
system. For this reason, many standard security and risk assessment practices may still apply. However, where a
blockchain interacts within legacy systems, or where it introduces a new method for achieving a certain result,
auditors need a practical guide to understand what to look for to perform an accurate assessment and request the
right data.

1.3 Use Cases

This report notes two main categories of use cases for the application of blockchain systems within financial
services.

e Tracking changes, sometimes known as “state changes,” to information needed by multiple parties
such that each party has access to the most up-to-date data and can trace the origin of the input without
a centralized processing hub

e Facilitating value exchanges, including payment activities, among a community of participants without
a centralized processing hub

Defining the risk of a permissioned blockchain starts with understanding the specific use case. For example, a
blockchain implementation that records only a hash reference to documents maintained in a separate database will

have a significantly different risk profile than a blockchain implementation intended to transfer and record value
exchanges. The risk assessment provided in this report applies to both use cases unless otherwise noted.

2 References

The following referenced documents are helpful for the application of this document. For dated references, only the
edition cited applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.

2.1 1SO 21188:2018 Public key infrastructure for financial services — Practices and policy framework

2.2 X9.138:2020 Distributed Ledger Technologies (DLT) Terminology
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2.3  X9.95-2016 Trusted Time Stamp Management and Security

2.4 Committee on National Security Systems Instruction (CNSSI) No. 4009 (April, 2010)
2.5 NIST Special Publication (SP) 800-63 Digital Identity Guidelines (June, 2017)

2.6 X9.73:2017 Cryptographic Message Syntax (CMS) — ASN.1 and XML

2.7 I1SO 23576:2021 Blockchain and distributed ledger technologies — Security management of digital asset
custodian

3 Terms and Definitions
For the purposes of this document, the following terms and definitions apply.

3.1 Block

a set of data representing a confirmed batch of transactions with an associated header containing a timestamp
hash-linked to the previously confirmed set of data which ensures the continuity of a ledger

[SOURCE: X9.138:2020, 3.1]

3.2 Blockchain

a type of distributed ledger technology that groups data into blocks that are (i) hash-linked chronologically and are
confirmed by a consensus mechanism over a shared distributed network of participants to validate the creation of
transactions or events being posted to the ledger and (ii) is tamper-resistant and intended to serve as an immutable
record of all such transactions and events

[SOURCE: X9.138:2020, 3.2]

3.3 Consensus Protocol

a system of agreement that allows a collection of distributed participants to affirm transactions that can be recorded
to the shared ledger

[SOURCE: X9.138:2020, 3.7]

3.4 Crypto-asset

any digital asset that relies on aspects of cryptography and distributed ledger technology for its issuance, storage,
exchange, or transaction validation, including, but not limited to, cryptocurrencies, crypto-securities, and utility
tokens

[SOURCE: X9.138:2020, 3.8]

3.5 Cryptocurrency

a digital currency that (i) does not have legal tender status, (ii) is or is not intended to be used as a medium of
exchange, (iii) is not a security under the appropriate government authority, and (iv) relies on aspects of

cryptography and distributed ledger technology to be issued, transferred, stored or traded electronically

[SOURCE: X9.138:2020, 3.8]
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3.6 Cryptographic Key

value used in cryptographic operations, such as decryption, encryption, signature generation, or signature
verification

[SOURCE: SP 800-63]
3.7 Cryptography

discipline which embodies principles, means and methods for the transformation of data in order to hide its
information content, prevent its undetected modification, prevent its unauthorized use or a combination thereof

[SOURCE: ANSI X9.95:2016, 3.16]

3.8 Digital Asset

an electronic representation of value

Note: for the purposes of this document, the terms digital asset and crypto-asset are used interchangeably
[SOURCE: X9.138:2020, 3.15]

3.9 Distributed Ledger Technologies (DLT)

a digital recordkeeping system, governed by rules and/or a consensus mechanism, where information is replicated
across multiple sites or entities

[SOURCE: X9.138:2020, 3.18]

3.10 Fork

two or more blocks hash-linked to the same preceding block

[SOURCE: X9.138:2020, 3.19]

3.11 Immutable

design feature such that the potential for alteration of finalized data without detection is negligible

3.12 Node

an entity with established authorities in a blockchain through the execution of roles and hierarchical relationships.
There are multiple types of nodes, including supervisory nodes, which give the ability to monitor, audit, and keep

account of all activity on a blockchain.

Note: typically, a computational node, i.e. some combination of hardware/software that “participates” in the
blockchain system

3.13 Off-Chain

data and data processing activity that occurs outside of a blockchain’s protocols and ledger
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3.14 On-Chain

data and data processing activity that occurs on the blockchain and is governed by the blockchain’s technical
capabilities, protocols and consensus processes

3.15 Oracle

the source of external data written to a ledger used to inform a decision or an action on that ledger
[SOURCE: X9.138:2020, 3.25]

3.16 Permissioned

restrictions on a participant’s ability to read or write data

Note: restrictions may include the use of authentication, authorization, or cryptography

[SOURCE: X9. 138:2020]

3.17 Smart Contract

computer code and supporting processes on a blockchain that automatically executes, based on some event or
condition, according to predetermined agreement

3.18 Stakeholders

those who design blockchain systems, provide business requirements, quality control or assurance responsibilities,
or any other interested party

4 Symbols and Abbreviated Terms

For the purposes of this document, the following symbols and abbreviations apply.

AML Anti-Money Laundering

API Application Programming Interface

CFT Combating the Financing of Terrorism

DLT Distributed Ledger Technologies

NIST National Institute for Science and Technology

5 Risk Assessment Questionnaire

Each section below includes a short introduction to illustrate what may be new or different in a blockchain system
versus a traditional ledger or database structure. These introductions also provide context which may help reduce
ambiguity for readers and spur additional questions for future discussions. The main sections are as follows: Design
and Architecture, Operations and Governance, Trust and Resilience, System Integration, Third Party, and Smart
Contracts: Legal and Business Processes. Each main section contains an overall control objective statement. Sub-
sections describe various aspects of the main section and include both a control objective specific to the sub section
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and a list of questions. Each set of questions is intended to support stakeholders towards the discovery of the
specific risks of the blockchain or surrounding system they may be considering.

5.1 Design and Architecture

The design and choice of architecture varies by blockchain implementation and use case. Considerations described
below are generally applicable to most, though not all, blockchain implementations. One key aspect to
understanding the risk profile of any technical assessment includes diagramming and understanding the system
and explaining each physical or virtual aspect of the system, including external dependencies.

When planning or assessing the architecture and design of a system, stakeholders should also understand the data
flow, storage, infrastructure, network controls, routing capabilities, and inventory of hardware and software. An end-
to-end system review and understanding at the appropriate authority level prior to implementation is a best practice
in assessing the risks in any information system. This section highlights architecture and design questions related
to core components common to most permissioned blockchain systems.

To assess the integrity of a blockchain system, stakeholders may need to understand if any elements of the system
are designed to be changed without disruption to the core system. Highly modular architectures can separate the
application layer from the core system such that components such as consensus algorithms or business rules can
be customized specific to a particular business need. A developer could use a different programming language from
the underlying core system, for example, without affecting the overall functioning of the system.

Design and Architecture includes the following subsections:

Data provenance

Data integrity

Data confidentiality

Nodes

Modular components

Programming languages

Code review and maintenance
Open source

Proprietary systems

Smart contract security assessment
Inception and execution of smart contracts

Design and Architecture overall control objective — The design and architecture of the blockchain solution
is understood and documented sufficiently to support business process, data, and IT control requirements. This
control objective should be considered in addition to control objectives in each Subsection below.

5.1.1 Data provenance

A defining feature of blockchain includes the immutable recording of transactions and events once the information
is either generated by the system itself or added and confirmed through the consensus process. Where the data
originates will affect the verifiability of its provenance. Because trust considerations, consensus mechanisms, and
verifiability of data may differ if the data originated on-chain or was delivered to the blockchain system by an external
system, stakeholders should understand the provenance of data recorded on a blockchain. This section focuses on
the origin of data and how it is moved into transactions recorded on the ledger.

Data provenance control objective: The enterprise has adequate controls to ensure that the ownership,
origin, and lineage of on-chain and off-chain data is known and maintained throughout the data lifecycle.

The following risk assessment questions should be considered:
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Data provenance questions:

What is the original source(s) of the transaction data recorded on the blockchain?
1 e What is the data flow and is it documented?

e Does the data flow documentation include any third-party vendors?

If the blockchain is storing the location of off-chain data, such as the location of documents, but
not the documents themselves then:

e What are the off-chain sources of data and how does the data flow?
o s this included in documentation of the data flow?

e How is the off-chain data controlled, and any changes subsequently synchronized for all
affected nodes? (e.g. the use of hashing to control versioning or state)

Is it possible to generate and record on-chain data without going through a transaction? (For
example, some systems may allow smart contract code to assemble and validate data from an
off-chain system prior to the updated state of the contract being recorded)

e |[f yes, what is the process?

e Is this included in the documented data flow?

Is provenance verification performed on every piece of data coming into every transaction
recorded on the blockchain?

e If no, what are the exceptions?

e If yes, how is the provenance verification performed?

5 Can an audit trail trace end-to-end ownership control of an asset?

Does the process involve methodologies such as zero-knowledge proofs or other mechanisms
that may affect the ability to determine the origin authenticity of data on the chain?

If external data is used in a transaction, how trustworthy is the source? How is its trustworthiness
continuously monitored and justified?

8 If external data is used in a transaction, what verification process is implemented to ensure
consensus.

9 During provenance verification, is there any potential of third-party data leak??

2 Third-party data leak occurs when the transaction history of the primary parties is exposed to another party who
was not a participant of the past transactions.
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5.1.2 Data integrity

Many consider the ‘immutability’ of a blockchain’s transaction history an important feature of a blockchain system.
When stakeholders intend the data to be immutable, the accuracy of data recorded on-chain and the ability to verify
it gain importance. Stakeholders may wish to consider any pre-specified exceptional circumstances before
implementation of the system (such as the scenarios identified in the Data provenance section). Likewise,
stakeholders should take note of where or how corrupt and/or malicious data could enter the chain. This section
focuses on the maintenance and assurance of accuracy and consistency of data recorded on the blockchain. This
includes validation processes to ensure the quality of the data and that it is correct and useful.

Data integrity control objective: The blockchain has adequate controls that provide reasonable
assurance over the integrity of on-chain data and the transactions are maintained and known throughout
the data lifecycle.

The following risk assessment questions should be considered:

Data integrity questions:

How is data formatted and what encoding rules are used? Is it consistent among all participating
parties that interact with the blockchain or will a transformation/translation process need to
1 occur?

e |f atransformation occurs, what are the mechanisms and controls?

What is the interaction between off-chain, on-chain, and physical or virtual goods?

If the blockchain contains references to off-chain data or refers to physical or virtual goods, such
as a plot of land or the right to access certain media, rather than the data itself, what protocols
are in place to assure that these references are valid?

e If an asset is represented by a digital token, how does the tokenization process ensure
the physical asset is tokenized no more than once (double-spend problem)?

2
e What is the settlement risk of digital assets against real?
e Can an assessment or audit trail trace end-to-end ownership control of an asset?
e When is ‘ownership’ determined?
e How is timing of ownership transfer managed?
3 What prevents corrupted, fraudulent, or otherwise inaccurate data from entering the chain?
4 How is data, once added to the chain, protected from deletion or corruption?
If a cryptographic or digital signature attests to transaction data, what specific data is the
signature committing to?
5

e Is unsigned data mutable? Could a change to this data materially affect the transaction
record stored on-chain?
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Data integrity questions:

e [s unsigned or partially signed transaction data populated to the chain?
e Whose signature(s) are required on the transaction?
o How is that requirement enforced?

Is there a mechanism for monitoring and/or alerting relevant parties to changes to recorded data
via new entries recorded to the blockchain?

Under what conditions, if any, is data allowed to be changed or deleted? (E.g. spam,
inappropriate information, mistaken recipient, legal requirement, etc.)

e What alterations can be made by what entity with what access level?
e How are those rules enforced?

e What is the process for alteration/deletion?

If a private or symmetric key assigned to a particular user was lost or stolen, what prevents
adding its signed transactions to the chain?

e If such a prevention mechanism is in place, how does it operate?

8 What controls exist to detect man-in-the-middle attacks between blockchain and off-chain data
transfers?

When is a transaction considered final?

e How will disputes be handled where the validity of transactions considered final by the
system are questioned?

Do transaction ordering or other processes within the system require a timing server or

timestamp mechanism?

10

e Do all nodes in the network draw from an authoritative time source? Do adjacent
external systems draw from this same time source?

Does the system involve methodologies such as zero-knowledge proofs or other mechanisms

R that may affect the ability to determine the origin authenticity of data on the chain?

12 How does a party recover partially or completely lost data to maintain data integrity? (e.g. Has
this been addressed in a business continuity plan?)

13 How does the company’s data retention policy impact data integrity?
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5.1.3 Data confidentiality

Because data stored on a blockchain is often difficult to modify or remove, stakeholders should thoroughly
understand the type of data recorded. Similar to traditional databases, stakeholders should also be aware of any
sensitive or regulated data which might be stored, as this may affect design considerations and access restrictions.
This section focuses on the processes and rules that limit access or places restrictions on use.

Data confidentiality control objective: The blockchain has adequate controls that provide reasonable
assurance over the confidentiality of on-chain data. Though individual contributors may not be known, there
is governance over authorized roles. Additionally, there is awareness of the sensitivity of the data that can
be stored on the blockchain and how it should be handled.

The following risk assessment questions should be considered:

Data confidentiality questions:

1 What types of data will the blockchain system hold?

2 What is the security classification of the data?

3 Is personally identifiable information (PIl) or other sensitive data included?

4 Is the blockchain data covered by any rules based on legal or regulatory considerations?

5 What mechanisms are responsible for adherence to or enforcement of these rules?

6 How are access and authority rules defined and enforced?

7 How is transaction privacy enforced?

8 Who can encrypt and decrypt data?

5.1.4 Nodes

A blockchain is a network of nodes which participate in consensus protocols and collectively maintain a
decentralized database.? In a permissioned blockchain, nodes represent known entities with established identities.
Nodes are instances of software that perform activities necessary for the operation of the blockchain. In a blockchain
system, nodes may perform the same functions, which would typically include reading and writing data to the
blockchain as well as some form of verification that other participants have followed the protocols established by
the system. However, different blockchain systems may have special nodes that perform specific types of functions.
Understanding what each node or type of node in the system is designed to do, what functions it supports and the

3 In systems like Bitcoin, Ethereum, etc., nodes do not have to participate in consensus to be a node in the network
—a “light” node can run that only looks for and validates transactions related to particular wallet addresses or even
run a full node but not participate in mining / staking (consensus). However, in most permissioned networks all
nodes participate in consensus processes.

ASC X9, Inc. 2021 — All rights reserved 11



ASC X9 TR 54-2021

rules that govern its behaviour is important to assessing the risk each node presents to the system as a whole (See
Governance and Operations and Consensus).

Nodes control objective: The blockchain has adequate controls that provide reasonable assurance that
node ownership roles and node functions, particularly as these functions relate to risk management and
control, are understood and documented.

The following risk assessment questions should be considered:

Nodes Questions:

Does any single node have greater control or have different functions than others? These functions
may include:

Routing and access controls

Managing business rules

Monitoring system activity, health or performance

Monitor linkages between on and off-chain data

Perform reporting tasks

Generate alerts

Ordering and submitting blocks

Validate or confirm blocks and transactions

If so, what are the various functions and how are they implemented and controlled? Are
they documented?

Based on the function, how will performance of this function be monitored and assessed?

What procedures are in place to address the failure or breach of a node on network? What are the

2 response and remediation procedures?
3 What mechanisms are used to assure the authenticity of the node?
Who owns the nodes?
e What are the responsibilities of ownership?
4 e Where are they located?
e Who has responsibility for node management?
e What are the management responsibilities?
How are new nodes in the network:
5 e Authorized?
e Added to (or deleted from) the network?
What are the update procedures for maintenance of authorized nodes?
6

e What control procedures are in place to ensure node maintenance is authorized?
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5.1.5 Modular components

To assess the integrity of a blockchain system, stakeholders may need to understand if any elements of the system
are designed to be changed without disruption to the core system. Highly modular architectures separate the
application layer from the core system such that components such as consensus algorithms or business rules can
be customized specific to a particular business need. Software design best practices favor a “high cohesion, loose
coupling” design in which single-function modules (e.g. encryption algorithms) are tightly encapsulated and
referenced by other modules, which allows for easier maintenance as components are upgraded/deprecated.
Additionally, a developer could use a different programming language from the underlying core system.

Modular components control objective: The blockchain has sufficient controls to maintain the continuity
and integrity of approved operations as changes are planned, tested, and introduced.

The following risk assessment questions should be considered:

Modular components questions:

Are there modular components?
e If so, what can be swapped in or out?
e How does the swap occur?

e What is performed prior to and after a component is added, removed or updated?

2 Is there sufficient separation among design components such that modules can be changed with
relative ease and minimal impact to unrelated code?

5.1.6 Programming languages

While there are differences in query languages used for traditional databases, generally these differences are small,
and the languages are both established and understood. This may not be the case in blockchain systems, where
programming languages are rapidly evolving, and subsequently may pose development risks.

Programming languages control objective: Programming languages used to construct blockchain
functions and operations are appropriate for use, under change control, and supported by reference
architecture or technical design standards.

The following risk assessment questions should be considered:

Programming language questions:

What programming languages are used within the blockchain system?

e How well-understood is the programming language? Could a developer with knowledge of
this language be readily accessed for updates or needed changes?
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Programming language questions:

e Are there technical design standards, that indicate appropriate programming languages,
versions, and other design elements suitable for use?

2 What kinds of on-chain operations does the programming language allow for?

Has the programming language used for the blockchain solution been reviewed for suitability for the
intended applications?

3 e Have any limitations been identified and documented?

e |If limitations exist, has suitability of the programming language been reviewed and
limitations addressed in light of these limitations?

5.1.7 Code review and maintenance

The best practice for code development in general includes a security assessment of the code prior to publishing
or deployment; stakeholders may want to employ the same practice for code used to develop the blockchain,
including smart contracts. Firms employing smart contracts to handle high-value transactions may seek to be
especially vigilant.

Software runs the blockchain as almost everything else in the modern world. The blockchain, due to its decentralized
nature and diminished/relaxed constraint on trust, has an added need for transparency of the development and
maintenance of the underlying source code. That is one of the major reasons why most of the prevailing blockchain
projects are or will be open sourced. At the same time, blockchains with proprietary source code exist to serve
niche/specialized markets. Whether the source code is open source or proprietary will have different considerations
for maintenance. The following sections highlight those considerations stakeholders may want to review to
understand risk and to assess the need for any additional control or caution.

Code review and maintenance control objective: Code security assessments and penetration tests are
performed on all blockchain code prior to implementation and on a routine basis. Internal controls exist to
ensure the maintenance of the blockchain’s underlying code is well-understood and suitable for the given
business need.

The following risk assessment questions should be considered:

Code review questions:

Who performed the code security assessment?

o Is there adequate separation of functions between code reviewers, quality assurance, and
operations?

2 What is the origin of the code? (see Open Source section 5.1.8 and Proprietary Systems 5.1.9)

3 Have any known backdoors been addressed?

4 How is the system codebase managed?
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Code review questions:

What code reviews have been done?
5 e Were the reviews documented?

e Who has reviewed the risks and accepted them?

6 Has application penetration testing been performed?

Does the expertise on the code reside in-house or depend on consultants or others for the
management of the code?

e If using outside developers or consultants, how will new code development be handled?

e Ifin-house, have intellectual property agreements been signed by in-house developers?

5.1.8 Open source

An open source blockchain provides total visibility of its underlying protocols and promises high quality codebase
and clear documentation. The open source community has a transparent governance structure, code quality
standard, code maintenance policy, and revenue and license model. Stakeholders should seek to fully understand
their implications on feature availability, service and support, and compatibility and forking potentials.

Open source control objective: The benefit and risk of using open sourced software within a blockchain
system is explicitly evaluated.

The following risk assessment questions should be considered:

Open source questions:

Has legal review of open source implications occurred and does the use of open source comply
with organizational standards and policies?

e Do contributors have any liability?

e Are the licensing terms appropriate for use in the blockchain solution?

How are modifications to the underlying code managed?

5 e Will modifications to the source code cause incompatibility issues for incorporating bug
fixes?

e What is the merge process for code changes, and how are any changes tracked?

What are the rationales for choosing to rely on an open source blockchain?

e Are the reasons well suited and appropriate for the given business need?

4 Has the open source code been audited to ensure it executes as laid out in written specifications?
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Open source questions:

e To what extent was the audit conducted and how recently?

e What is the reputation and experience of the auditor?

5.1.9 Proprietary systems

Proprietary systems, also referred to as closed source, refers to blockchains in which the source code is not shared
with the public. Instead, in a proprietary blockchain, a centralized third party is responsible for maintaining,
accessing, and upgrading the underlying code that governs the blockchain.

Proprietary systems control objective: Proprietary components used within a blockchain system are
appropriate based on the defined use of the system and include applicable governance and management
oversight.

The following risk assessment questions should be considered:

Proprietary systems questions:

1 Who is the third party responsible for maintaining the blockchain?

> Are there any contingencies in place in the event of the propriety blockchain no longer being
supported by the controlling third party?

3 Is the proprietary blockchain a fork of an existing public blockchain?

4 Does the proprietary blockchain provide the ability to interoperate with any public blockchains?

5 Does the third party in control of the proprietary blockchain have any ability to access data shared
across the network?

6 How is access to the proprietary blockchain managed, by both the third party in control, and the
business that uses the network?

5.1.10 Smart contract security assessment

Smart contracts are pieces of code that introduce business logic and capabilities to a blockchain system. How
contracts are written, who is authorized to create them, and what happens when there are disputes are all important
to understand when designing and assessing the quality and integrity of a blockchain system.

Smart contract security assessment control objective: Smart contracts employed by the blockchain
system are assessed for security and quality control prior to implementation and on a periodic basis.

The following risk assessment questions should be considered:
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Smart Contract security assessment questions:

Do existing or new smart contracts undergo a security review prior to implementation?

e Does the implementation of a smart contract depend upon approval by someone with
appropriate expertise in the implications of the security review results?

Have the smart contracts in use undergone initial (and as applicable, periodic) security
assessments?

e How are results of security assessments resolved, remediated, or addressed otherwise?

e Has the smart contract been approved by a person with appropriate expertise and
authority?

o Where has the approval been recorded?

Are there control mechanisms for upgrading or removing smart contracts from the chain?

5 e |If yes, what are they?
o Do they include addressing smart contracts that can no longer pass a security

assessment?
3 Has the code of the smart contract been reviewed and/or tested prior to implementation, to

determine if it will execute when and as intended?

How is smart contract operation monitored and reviewed?
4 e What is being monitored and reviewed?

e How often does the monitoring and review take place?

How are smart contract execution failures detected?

e [f detected, what would be the process for recovery or fix?

6 If a defective smart contract executes or continues to execute, what risk would be created?

5.1.11 Inception and execution of smart contracts

Given the potential for smart contracts to automate legal and/or business processes, stakeholders should have
proper controls in place to both deploy the smart contract and monitor its ongoing actions (if any). Unexpected
behaviour and unanticipated consequences of smart contract execution can have significant consequences. A smart
contract will execute as designed, but the design may be flawed or could be hacked. In these cases, upgrades are
possible by designing new contracts to interact with the original contract, or a kill switch can be programmed into
the code in some cases. However, these remedies can stop further damage, but other measures would be needed
to address any problems caused by the flawed or hacked code. Thorough testing before inception and ongoing
monitoring of execution is important to avoid additional risk.
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Inception and execution of smart contracts control objective: Adequate audit trails exist to track the
inception and execution of smart contracts.

The following risk assessment questions should be considered:

Inception and execution of smart contracts questions:

What access restrictions exist for deploying smart contracts to the blockchain? How is the initiation

1 of a smart contract logged?

Is there a time-lapse between initiation and execution of smart contract code?
2 e If there is a lapse, what risks, if any, could this introduce?

e How is execution confirmed?

3 Are provisions in place to address the failure of a smart contract to execute?
4 What data feeds into each smart contract to trigger its execution?
5 What data is written into the blockchain record because of the execution of the smart contract?

If a smart contract were to execute incorrectly or not as designed, what steps could be taken to
recover?

For example, if a bug such as the loophole discovered in the DAO ‘hack’ were to occur,
fundamental principles of the system such as immutability, or agreements among participants may
be challenged.

5.2 Governance and Operations

The maintenance of a blockchain by a network of participating nodes is structurally very different from traditional
centralized database systems management, and as a result, requires specific consideration, processes,
procedures, and governance. The ongoing operation of the chain includes a level of consensus about the state of
the chain, its operation, the addition of data to the chain, and the potential for network splits (known as forks).

Governance and Operations include the following subsections:

Consensus protocols

Governance model

Maintenance responsibilities

Access management

Jurisdictional laws, regulations and rules

Standards

Change management

Managed services (hosted)

Other external blockchain or other distributed networks (multi-chain)

Governance and Operations overall control objective: Governance regarding the management of the
blockchain, including consensus protocols, maintenance requirements, member access, managed services,
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change control, applicable laws and other standards, has been defined and is adequate to ensure the integrity
of the blockchain system and operations. This control objective should be considered in addition to control
objectives in each Subsection below.

5.2.1 Consensus protocols

During the initial planning and development of the blockchain solution, the governance process is used to determine
roles, responsibilities, and what determines consensus. Stakeholders may also want to understand and map the
roles and hierarchies of authority (if applicable) among the nodes/connections in a particular implementation to
understand the processes associated with consensus and approving the block to the chain.

Consensus protocols control objective: Controls exist to ensure that consensus mechanisms are
properly vetted, executed, and managed in accordance with participant agreements.

The following risk assessment questions should be considered:

Consensus protocols questions:

How many nodes are required to:
e Reach consensus? What is the impact of the addition of a node?
e Provide sufficient resiliency?

e Incorporate agreed to security requirements?

How does the consensus process detect malicious behaviour by one or more nodes?

e If the behaviour is detected, what happens?

3 What monitoring is in place to manage external threats to the consensus process (e.g. ransomware
attack)

4 | How does the consensus process facilitate agreement between nodes?

5 |If using a random election process for selecting validator nodes, how is randomness maintained?

6 |How is a transaction finalized and how does this relate to transaction finality?

Are incentives used? If so, what are they?
e What purpose do those incentives serve?
e How are incentives earned?
e (Can the incentives be taken away?
e How are incentives tracked and their distribution monitored?

If some of these incentives are in the form of transaction fees, who pays the fee, when, and why?
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5.2.2 Governance model

Decentralization, at least to some degree, is a key feature of blockchain design. In such a system, no single
authority governs the state of that system (unless it has been designed to have a single authority in a private,
permissioned context). Given this range of flexibility in governance model versus a traditional centralized database
system where having a single authority is a given, stakeholders should understand how the specific governance
model implemented functions for the blockchain being evaluated.

In the context of a blockchain, there are also roles that a third party may play which are not applicable to traditional
database systems, such as a node in the network responsible for maintaining the chain. Given that blockchain
technology is relatively new, stakeholders may wish to assess the expertise of any third-party service providers
offering solutions or support for a blockchain system. Though other third parties beyond hosted services may be
employed specific to a particular use case, such as crypto-asset custodial services, this technical report considers
a use-case specific risk assessment out of scope.

Adequate due diligence over third-party providers and clear definitions of their roles and responsibilities in the
blockchain system is required. Technology, and some of the service providers who create and service it, may be
untested due to the relative newness of the technology itself, so stakeholders should use caution.

The choice to hire or train the in-house expertise to maintain systems versus using a service provider should involve
risk and benefit analysis and may depend on the blockchain use case.

Vendors may be new to both blockchain and to business, introducing potentially new risks from those evaluated
under legacy vendor assessment processes. Additionally, code from open-source projects is common in the
blockchain space, as it is in other legacy technology, and can introduce additional risk as well as benefits.

Governance model control objective: Governance is adequate to ensure that all parties can rely on the
integrity and operation of the blockchain.

The following risk assessment questions should be considered:

Governance model questions:

To what degree is governance automated?
] e Is the automation achieved through smart contracts?

e [f governance is not completely automated, what portions are excluded and how are they
governed?

Does the governance model provide the level of flexibility needed to adjust to changing conditions?

e |s there a process to execute for policy exceptions?

3 |Are off-chain models part of the governance?

e |[f off-chain is not part of the governance process, how are off-chain activities managed in
conjunction with on-chain requirements?
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Governance model questions:

4 |If blockchain is a backup for a legacy system? If so:
e How are they reconciled and kept in sync?

e How frequently does the backup occur?

5 [How will changes to the governance model or to business rules be managed?

If the system is designed to operate without a single governance body, such that governance
authority is distributed, how has the distribution of power been defined and assigned?

Could a governance decision split this blockchain (create a fork)?

e [f afork occurs, what governance process is in place to resolve or manage the fork?

8 |How does the governance address cross-chain requirements/activities (if applicable)?

Does the governance process include data specific requirements such as:
e Data retention (type of data and duration of storage)?
e Data deletion/erasure while maintaining the integrity of the blockchain?

e Data subject rights for regulated financial and other data?

10 |Does governance include or reference incident response processes?

11 |Does governance include or reference recovery or resilience requirements if an event occurs?

Is there a formal Governance and Risk Management Program to perform due diligence and ongoing
monitoring, and to identify risks associated with using third parties as service providers?

e What is the third-party vetting process?
o How is the competence and expertise assessed?

o Does the process address a third-party that is new to business and/or
12 specific to the blockchain space?

o Does the process include the identification of the role that open-source
software plays in the third-party's support of the blockchain process? How
will obligations be discharged?

o Does the service provider carry cyber insurance? If so, does the cyber risk
insurance policy include language specific to blockchain systems?

e |s the third party a node in the network?
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Governance model questions:

o If so, what are their responsibilities?
o If not, what role do they play, and how do they access the network?

e If reliant on third-parties for knowledge, and expertise, what are the contingency plans to
manage systems if the relationship must be terminated?

e What is the ongoing monitoring process for third-parties?
e Are risks identified and formally acknowledged? By whom?

e Are core responsibilities, service levels, and liabilities of all third parties documented and
understood?

5.2.3 Maintenance responsibilities

As blockchain systems are distributed by nature, there will likely be multiple entities participating in the network to
maintain the chain. Stakeholders should understand how these parties will cooperate on system management and
maintenance issues and whether the multi-party nature of this maintenance poses any additional risks to the system
overall.

Maintenance responsibilities control objective: Maintenance responsibilities in a blockchain system are
carried out under as defined by the governance, policies and procedures.

The following risk assessment questions should be considered:

Maintenance responsibilities questions:

1 | What is the release management process under the consortium framework for updates to
code/applications, databases, operating systems, and infrastructure?

2 | Who is responsible for overall updates - security patching; code updates; other changes?

3 | Whatis the process for updates and how is it defined based on the type of update being applied (i.e.
security patch releases)?

e Who performs and manages the updates?

5 | Are the expectations for overall operations documented, such as service level agreements (SLASs)
for maintaining and updating the environment?

6 |How do the parties categorize low, medium, or high priority issues across the components of the
blockchain environment?

7 | Who monitors node traffic?
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Maintenance responsibilities questions:

e Who is responsible for traffic spike notifications or anomaly reporting?

8 | Who performs security assessments and how often are they performed?

9 | How will all parties know reports are complete and accurate (i.e. addresses the multiple areas and
processes within the blockchain)?

5.2.4 Access management

As in any database system, stakeholders will need to track system access and appropriate authorization
procedures. Due to the reliance on cryptographic keys and digital signatures to maintain the integrity of the data in
the ledger, stakeholders will want to pay close attention to the connection between these tools and the “real world”
identity of the entity they represent.

Access management control objective: Access management processes exist to ensure that members
are authorized, and roles/entitiements are granted once approved.

The following risk assessment questions should be considered:

Identity and access management questions:

1 How are changes to access levels and onboarding/offboarding managed?

2 What type of security is implemented (tokens, keys, certificates, other multi-factor solutions)?

3 Who has management or oversight of the security solutions (i.e. separation of duties)?

4 Do administrators have access to security components of users (e.g., tokens, keys, and so forth)?

Who provisions the access levels?

e If provisioning is automated, what monitoring, reporting, or alert mechanisms are in place?

What is the frequency with which access levels are reviewed?

e Who is responsible for the review?

7 Who is permitted to read data?

8 Who is permitted to write data?

9 Who is permitted to access specific nodes or enable node functions?

Where applicable, how is user screening for compliance with AML/CFT and sanctions laws and

10 regulations supported?
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5.2.5 Jurisdictional laws, regulations, and rules

With a traditional centralized database system, it is typically more clear what jurisdictional rules apply to the system
and the data it manages. In a distributed blockchain system, the applicable rules may be less immediately clear,
and all participants, including IT service providers, may need to understand which rules apply and when.

Jurisdictional laws, regulations and rules control objective: Adequate controls are defined to ensure
compliance with applicable rules and regulations within the context of the blockchain system.

The following risk assessment questions should be considered:

Jurisdictional laws, regulations and rules questions:

What jurisdictions is the blockchain subject to, if any?
1 e Ifitis cross-jurisdictional, whose rules apply?

e What rules, if any, can be opted-out of?

2 Has compliance with AML/CFT, sanctions, and other similar rules been addressed?

3 How are the requirements of any new laws, regulations, and rules incorporated?

4 What is the communication plan for working with regulators and law enforcement to address
misunderstandings or questions?

5 What are the jurisdictional issues for a service provider for IT compliance or adherence?

Is there a process to manage third-party service providers (due diligence, contracts, roles and
6 responsibilities, monitoring, annual review)? (See also Governance model section 5.2.2 and
Maintenance responsibilities section 5.2.3)

Are all service providers operating in the same jurisdiction?

e [f operating as a service provider for customers in the same jurisdiction, what are the results of
the jurisdictional analysis assessments?

9 Are any clients or providers listed on or located in a sanctioned jurisdiction that would compromise the
organization, operation, or transactions of the blockchain (e.g., OFAC list)?

10 What are the terms and conditions for use of different products and services and are there variations by
jurisdiction?

5.2.6 Standards

Like any other software system, a blockchain and its constituent components should adhere to applicable national
and international technical standards developed for financial information systems for the system design, security,
and maintenance. Refer to References, section 2, for a list of standards and other documents that may be applicable
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to certain blockchain use cases and architectures. Adhering to accepted standards supports the security and
efficiency of the system.

Standards control objective: Internal controls exist to ensure applicable national and international
technical standards developed for financial information systems are applied to system design, security, and
maintenance of the blockchain system.

The following risk assessment questions should be considered:

Standards questions:

1 What framework is being used for the controls and security of the blockchain platform — e.g. NIST, ISO
2700x, CIS, ISF, or other security framework?

> Are all major and minor software components and corresponding systems/infrastructure approved for
use within the organization?

3 Are third parties that are part of the environment assessed through a formal and detailed process that
includes due diligence and compatibility of the third-party?

How are new standards addressed?

e |s a process for adherence needed?

5 Is the design of the system flexible enough to address new or emerging standards?

6 What is the risk if standards and processes have not been formalized?

5.2.7 Change management

Since a blockchain environment consists of multiple components from application code to the underlying systems
and platform supporting the solution, a formal change management process needs to be designed, implemented
and adhered to. Procedures and processes to include appropriate communication, documentation and testing
should consider the distributed nature of blockchain systems. When a change is made within one organization that

may affect the collective network, appropriate steps should be taken to notify and address any concerns that may
arise.

Change management control objective: Controls exist to any change introduced to the blockchain
systems to ensure the change is authorized, tested, approved and verified by appropriate parties prior to
changes being implemented.

The following risk assessment questions should be considered:

Change management questions:

1 How are updates or necessary changes determined, defined, and documented?

2 Who has been assigned responsibility for the updates?
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Change management questions:

3 If multiple parties are part of the update process, how is coordination of updates occurring?
How will updates of the following, as well as any other updates be deployed?
e Application/code changes
4 e Bug fixes
e Security patches
e Platform changes
5 How are changes tested and further revised as needed?
6 How are changes authorized?
7 What are the detection mechanisms for unauthorized changes?
8 Has backwards compatibility been tested?
9 H.ow is cross—lversion (cross-chain) clompatibiIiFy maintained? Qan nodes and/or end-user clients safely use
different versions of the software to interact with the blockchain?
10 Is there a versioning process for the software?

5.2.8 Managed services (hosted)

As in traditional database systems, components of a system that are managed by service providers mean that those
providers’ own cybersecurity risks will be indirectly borne by their clients. These concerns are similarly relevant in
the context of a private, permissioned blockchain, particularly if the entire platform is being offered in a “blockchain-
as-a-service” model. For example, a managed service may support the network, operating, and communication and
data management system layers, providing application programming interface (API) connections for proprietary
development of the application layer and implementation of business rules. As such, stakeholders should know
specifically what responsibilities lie with the managed service provider and which are the purview of the business
and its development team.

Managed services (hosted) control objective: Controls existing to ensure that the scope roles,
responsibilities, and actions of all managed service providers documented and monitored.

The following risk assessment questions should be considered:
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Managed services questions:

1

What part of the code does a hosting service control?
e Who controls the application logic and/or business rules?
e How do updates to lower-level code impact customized development at the application level?
o If code changes are needed, what are the communication responsibilities of each party?

o What compatibility testing is needed when changes are implemented?

2 Will information on security be shared at the level needed?

Are managed services using open-source software?

e |[f used, what is the provider’s practice when using open-source code?

5.2.9 Other external blockchain or other distributed networks (multichain)

Much like the internet itself, blockchain systems may operate as a patchwork of networks. For example, one
blockchain network might exist to store transaction records, while another blockchain network might be used to
perform the transactions themselves, including the movement of funds. If a variety of blockchain networks are used
to provide a solution, it is important to understand how these networks are used, where authority lies, and how data
is exchanged between networks, if at all.

There could be a need to connect or interface with external blockchain or distributed ledger networks. Ensuring
compatibility / interoperability will be critical for accurate and timely processing of transactions. Interfacing with
external systems could present security and operational risks but may be necessary to ensure access and overall
system resiliency.

Other external blockchain or other distributed ledger networks (multichain) control objective
Controls existing to ensure that the scope roles, responsibilities, and actions of multichain networks are
documented and monitored.

The following risk assessment questions should be considered:

Other external blockchain or other distributed networks (multichain) questions:

How are the external blockchain or other networks connected?

e What is the purpose of the other network?

2 How is the data exchanged?
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5.3 Trust and Resilience

Neither cryptography, nor hash functions, are unique to blockchain. However, blockchain’s heavy reliance on these
technologies to deliver on the ‘trust’ expectations within a multi-party ecosystem could be considered unique to
blockchain. Therefore, stakeholders may want to pay added attention to these elements when evaluating the risks
of a blockchain system.

As computing capabilities strengthen, cryptographic algorithms should also continue to evolve to maintain the
required security. Cryptographic systems should be evaluated for agility—how quickly can migration and update
occur—to support necessary change. In addition, certain flaws inherent in the algorithm become apparent over time
and use, which further deprecates their utility and security ages as computing resources increase or new methods
are devised. This algorithm aging process should be anticipated in DLT systems design. Cryptographic protection
of long-lived data should be managed to ensure against loss of integrity and authenticity and non-repudiation. This
management may require the encapsulation of signed data using signatures that rely on stronger algorithms. The
confidentiality of cryptographic keys used to safeguard information should be preserved, and the keys should remain
available for use.

Trust and Resilience contains the following subsections:

¢ Cryptographic algorithms
o Public key infrastructures

¢ Resilience, data persistence and continuity of operations
¢ Identity management

Trust and Resilience overall control objective: Reasonable care has been taken to ensure that the
cryptographic tools used in each blockchain system are appropriate for its use and applied in a way that
engenders overall trust in its integrity and recovery. This control objective should be considered in addition to
control objectives in each Subsection below.

5.3.1 Cryptographic algorithms

DLT systems may use cryptographic algorithms to provide data confidentiality and privacy, integrity, identity
authentication, origin authenticity, and non-repudiation services. Security, privacy, and confidentiality guarantees
are based on the strength of the underlying cryptographic algorithms.

Cryptographic hash algorithms are used to provide data integrity and authentication. DLT data needs to be
preserved for a long time to provide provenance while the cryptographic algorithms deployed to protect the data
may need to be replaced over time to counter the constant attacks. That conflicting dynamic of data longevity and
the need for flexibility in the architecture to accommodate algorithmic maintenance and change, referred to as
“crypto-agility,” is one of the biggest challenges of DLT. With the advances in quantum computing and their predicted
ability of compromising current security-based algorithms, the use of quantum safe algorithms becomes a more
pressing issue.

For a detailed discussion of applications of the cryptographic algorithms in DLT, please refer to Annex C.

Cryptographic algorithms control objective: Cryptography and key management comply with the
security policies of the organization and appropriate X9, NIST, and ISO TC68 standards.

The following risk assessment questions should be considered:
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Cryptographic algorithm questions:
Which cryptographic algorithms support each of the following functions:
e Entity identification?
1 e Entity authentication/ Origin authentication? i.e., Who signed this?
e Data integrity?
e Data confidentiality/privacy?
2 Is there evidence that use of cryptographic algorithms is documented and disseminated to all stakeholders?
3 Are the cryptographic algorithms used approved by appropriate standards organizations, (e.g., X9, ISO,
NIST)?
Who (or what entity) is responsible for managing the algorithms and handling keys?
4 e Do the cryptographic algorithms and protocols used comply with the policies of each organization
participating in the system?
5 Is encryption or tokenization used to protect data? What data is protected by encryption or tokenization?
6 What key management standards, techniques, and controls protect the cryptographic keys?
7 What are the encryption strength requirements?
8 What assurance is available to demonstrate that the encryption meets these strength requirements?
9 If the system utilizes hash functions, what hashing algorithm is used?
e Is the algorithm commercially/publicly available, or proprietary?
To what extent does the security of the blockchain system overall depend on the security of the hash
function(s) used?
10 | For example, if an attacker has ‘data’ and the hash (‘data’) then they can alter the ‘data’ and compute a
new hash without a key and without detection, unless the hash is protected by a signature.
Does the system support the ability to move from the use of one algorithm to another when the need arises?
e s the cryptography in the system modular such that it could be swapped out if a vulnerability were
found in a particular algorithm?
11
e Oris it embedded in an inextricable way such that a change or compromise would endanger the
accessibility of the on-chain data, or loss of compatibility between an on-chain reference and an
off-chain asset?
e If the algorithm changes, how are the older blocks affected?
12 Have standards from recognized standards bodies (e.g. ISO, X9, NIST, etc.) been applied where
appropriate?
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Cryptographic algorithm questions:

13 | Is there a documented Key Management Lifecycle (KML) policy for the system?

14 How are the lifecycles of certificate-based keys managed in areas such as digital signatures, key
management, Cryptographic Message Syntax, etc..?

15 | How long are signature verification keys retained?

16 |How are algorithm requirements enforced in the system?

17 Are there procedures in place for managing the risks to long term data of signature algorithms, key sizes,
and domain parameters becoming obsolete or subject to attack?

18 | Are multiple cryptographic algorithms supported?

5.3.2 Public key infrastructures

Blockchains, and more generally DLT systems, typically rely on public key infrastructures for access management
and other functions. As such, though public key infrastructure management and risk assessment is not new to
blockchain, the importance of these infrastructures may be heightened given the critical role they play. See Annex
B for more information on public key infrastructures.

Public key infrastructure control objective: Public key infrastructures and certificate management
technologies, practices, and procedures should comply with X9 and ISO TC68 standards

The following risk assessment questions should be considered:
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Public key infrastructure questions:
Does the blockchain rely on public key infrastructure for:
e Entity identification?
1 e Entity authentication?
e Data integrity?
e Data confidentiality/privacy?
2 Does the public key infrastructure comply with X9/ISO TC68 standards
3 Do certificate management policies and practices comply with X9/TC68 standards
4 What is the key management model?
Are copies of private keys allowed?
° e If so, how are they managed/protected?
6 Is there a registration process?
7 How are keys related to users?
8 How is access related to keys and users?
9 Is there a recovery process for lost keys?
10 |ls there a process for deactivating or flagging stolen keys?
11 Is there a certificate authority?
Is there a plan for mitigating exposures due to quantum computing risks i.e. post-quantum cryptography?
2 For example, are group or ring signatures allowed?4
13 | How is certificate revocation of multiple CAs communicated to stakeholders?

5.3.3 Resilience, data persistence, and continuity of operations

Traditional databases may rely on replication and standardized failover systems to achieve resilience and meet
business continuity targets. Blockchain systems, via distributed nodes that collectively maintain the state of the
system, are intended to be more resilient than a standalone database instance by design; however, in a private,
permissioned context, stakeholders may wish to investigate this assumption more completely. For example, the

4 See Informative Annex A Group Signatures
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number of nodes considered sufficiently resilient based on the use case and expected performance of the system
may vary.

Resilience, data persistence and continuity of operations control objective: Internal controls exist to
ensure the continuity of operations of the blockchain system.

The following risk assessment questions should be considered:

Resilience, data persistence, and continuity of operations questions:

1

Is there an external backup, such as in a traditional database or other system, for the information on the
chain?

2 If the only backup of the ledger is the copies maintained by participating nodes, how many nodes are needed
to meet resiliency requirements?
3 Is the design of the system able to meet resiliency/recovery time requirements?
4 What are the mitigation practices or alternative options if the system fails?
5 What are the testing plans?
6 Has failover testing been performed for any backup systems?
7 What continuity testing or business recovery tests have been performed?
8 How is the system health monitored?
9 Is there a documented Disaster Recovery (DR) / Business Continuity (BC) Program for the system?
e s there a clear line of responsibility assigned for maintaining the DR/BC documentation?
e Does the responsible party have funding resources necessary to perform their duties?
e Are DR/BC procedures regularly and periodically tested?
e Does DR/BC testing include moving back from recovery sites to normal operations?
e Are the results of periodic DR/BC testing documented and used to improve the DR/BC procedures?
e How are cryptographic materials managed in preparation for and during DR/BC events?
5.3.4 Identity management

For permissioned blockchain systems used within financial services, managing the identity of participating nodes or
connected systems is important. Particularly when a blockchain system is meant as a message or value exchange
among a consortium of entities participating in a common purpose, understanding the identity of each participant
supports the overall security of the system and the operation and governance policies established by the
stakeholders.
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Vetting the identity of a participant in a DLT system requires examination by a trusted registration authority (RA).
The vetting process should meet the documented policy requirements for enrolment in the system. The RA should
ensure the validity and suitability of the proof of identity provided by an entity before enrolling the participant and
issuing the participant an identity authentication credential.

Once enrolled, an identity authentication credential can be used by the participant to gain access to the system.
The access control system should verify that the credential presented by a user in an attempt at authentication is
valid. This process should provide assurance that the credential can be traced back to the registration authority
process that vetted the user identity at the time of enrolment in the system.

For a PKl-based authentication system, this identity tracing requires that the access control system perform
certificate path validation from the presented user credential back to the trusted root or trust anchor of a certificate
issuing authority. For a password-based system, this tracing requires ensuring the credential is associated with the
system account of the user whose identity was vetted by a registration authority when the user account was
authorized.

Identity management control objective: Identity management technologies, practices, and procedures
should comply with X9 and ISO TC68 standards.

The following risk assessment questions should be considered:

Identity management questions:

1 Does the blockchain rely on an identity management system?

2 How are the following entities in the blockchain system and their owners identified?
e Nodes

End-users

Processes

e Smart contracts

Validators

3 Do identity management technologies, policies and procedures comply with X9/TC68 standards?

4 Are identities tied to a Public Key Infrastructure (PKI), Zero Knowledge Proof (ZKP) or some other
mechanism?

5 Are role-based access control (RBAC) or attribute based access control (ABAC) mechanisms used?

e If provisioning is automated, what monitoring, reporting, or alert mechanisms are in place?

6 How is the privacy of users achieved?

5.4 System Integrations

Most blockchain systems will rely on inputs from legacy or new systems and these integration points will warrant
attention. Additional systems and tools provide or enable inputs or will receive output to enable a particular use
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case. Integrations between traditional databases or multiple blockchain systems may be likely. The following
sections highlight integration points stakeholders may want to review to understand risk and assess where emergent
conditions arising from new integration points could lead to the need for additional controls or caution.

System Integrations includes the following subsections:

e APIs
e Interoperability
e External data sources (oracles)

System Integrations overall control objective: Connections with external systems should be secure and
resilient to failures. Responsibility for failure should be articulated. This control objective should be considered
in addition to control objectives in each Subsection below.

5.4.1 APIs

Traditional systems integration issues will continue to apply to blockchain systems. APls may be used to simplify
interactions with the blockchain by leveraging a host of communication protocols and tools that can be used to build
additional applications on top of the existing functionality.

APIs control objective: Internal controls exist to ensure APIs are defined, documented, and subject to
change management processes.

The following risk assessment questions should be considered:

APIs questions:

1 Is there an API between the blockchain and other systems interacting with it?

e [f alegacy system is incompatible with the blockchain system and an APl is needed, what is
the API doing and how is it secured?

e [f integration breaks between any two or more systems, how is the failure detected and who
is liable?

e Who manages the API, including making any updates and providing technical support on an
ongoing basis?

o How is it protected from unauthorized modification?

5.4.2 Interoperability

A blockchain may need to share or access information across different networks to meet business needs. By
interoperating with external networks, a blockchain can connect with both legacy systems and other blockchains to
incorporate different data sources, reach higher throughput, increase redundancy, or enhance security.

Interoperability control objective: Internal controls exist to ensure that interoperability is maintained
according to the design and architectural principles of the system

The following risk assessment questions should be considered:
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Interoperability questions:

1 How does the blockchains interact with external systems?
¢ What are the entrance and exit points?

e How regularly does information accessed from external systems get recorded on the

blockchain?
2 How are reconciliations of blockchain ledgers with traditional general ledger systems performed?
3 Do any external system controls affect the accuracy of data on the chain?

e Ifaflaw in an external system pollutes the blockchain data, what are the integrity checks?

4 Do external systems follow the same access control procedures as the blockchain system?

e If not, why are they different?

5 If two or more blockchains are interacting, how does reconciliation of cross-chain transactions
occur?

6 Does the blockchain interact with or rely on other external systems to meet business needs?

7 What specific businesses cases rely on other networks relaying information to the blockchain?

5.4.3 External data sources (oracles)

A blockchain may receive information from external data sources to meet business needs. These external data
sources may not be subject to the underlying blockchain’s security mechanisms and should be assessed separately
to understand where risks may lie. These external data sources may be referred to as oracles.

External Data Sources (oracles) control objective: Internal controls exist to ensure the blockchain has
adequate controls that provide reasonable assurance over the integrity of external data sources.

The following risk assessment questions should be considered:
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Oracle questions:

What is the purpose of the oracle in the operation of the blockchain under review?
o What specifically does the blockchain rely on the oracle to do?

1 e What specific data is the oracle relaying to the blockchain?

e How is the authenticity and integrity of oracle data provided?

e [s oracle data confidentiality required, and if so, how is confidentiality achieved?

What set of controls are in place?

e What IT and business internal controls are in place to govern the use of data from an

?
5 oracle?
e What IT and business controls exist over how the system is updated and maintained?

What IT and business controls are in place to ensure the availability and reliability of the system?

3 How frequently does the system send information to the blockchain?

4 If the system is unavailable, what is the impact on the operation of the blockchain?

5 Are there any contingencies in place in case the system either fails to relay or relays bad
information to the blockchain?

6 Does the oracle operate in a decentralized environment, or rely on a central operator to ensure

data is relayed to the blockchain?

5.5 Smart Contracts: Legal and Business Processes

Smart contracts are often the mechanism for executing automated activities on a blockchain. They are “triggered”
by certain conditions and “run” according to certain rules specified in their computer coding. Though if/then code
executions are not new, the intended finality of transactions executed autonomously by smart contracts are a novel
component of blockchain-based systems.

Smart contracts are the expression of an agreement encoded on a blockchain, but enforcement of the contract itself
is a legal action. Because a smart contract will execute as written, stakeholders should establish clear agreements
up front and have dispute resolution procedures ready to address issues. Assessments of smart contracts in a
blockchain system might need to evaluate both whether the contract executes as designed, and whether the
execution of the action conforms to the intent of the agreement. The following sections provide questions for
stakeholders including auditors and others responsible for the integrity and operations of the blockchain to ask about
how smart contracts work and whether they execute appropriately.

Smart contracts allow for the automated performance of legal or business processes and the execution of
obligations undertaken by parties to a legally binding contract. Stakeholders should ensure that smart contracts
used for such purposes have the legal effect and business outcomes intended.
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Smart Contracts: Legal and Business Processes overall control objective; Controls should exist
such that Smart Contracts that are executed on the blockchain, or are executed by another smart contract
or transaction on other system are properly documented, are maintained, and have a reliable audit trail.
This control objective should be considered in addition to control objectives in each Subsection below.

The following risk assessment questions should be considered:

ASC X9, Inc. 2021 — All rights reserved 37



ASC X9 TR 54-2021

Smart Contracts: Legal and Business Processes questions:

Is the intent of the parties to a legal contract underlying the smart contract and the expected
outcome of the execution of the smart contract documented in some form? Consider:

e What is the inventory and accounting process for all smart contracts of the blockchain
solution?

e How is the function of each smart contract documented?

e What testing demonstrates that the executable code of a smart contract performs as
intended?

e What methods are used to account for the execution of a smart contract (e.g., transaction
triggers, version control, certificate authority, date/time)?

e How are users of the blockchain solution assured that functions are in fact executed by
the smart contract?

What IT and business controls ensure that:

e Amendments to an underlying legal contract are also accurately made (as applicable) to
2 the code of the smart contract?

e Changes to the code of the smart contract are properly reflected (as applicable) in the
underlying legal contract through amendment?

How are potential changes to the code of a smart contract integrated into a formal change
management process?

3 e What testing and change management processes are used for smart contracts?

e Are unique procedures used for different classes of smart contracts (e.g., generic, utility,
industry use case)?

Who has the authority to develop, test, and implement smart contracts and changes to smart

4 contracts?
If performance of a critical business activity depends on a smart contract, what plans are in place
to correct for errors in its execution?

5 e Is the consensus mechanism being relied upon to resolve disputed outcomes that result

from execution of a smart contract?

e Are other dispute resolution procedures in place?
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Smart Contracts: Legal and Business Processes questions:

Is an event that triggers the execution of a smart contract ever validated against reality?
e [f so, what is the method and process of verification?

6 For instance, a smart contract may be programmed to initiate a payment to an exporter when the
importer takes possession of the goods. When a sensor aboard a ship notes that the ship has
stopped moving and that the weight of the cargo in the hold is zero, that alert triggers the smart
contract to initiate a payment to the exporter. Are the sensor’'s readings ever validated for
accuracy? Is the alert ever traced back to the source sensor to ensure that the smart contract is
acting on an alert produced by the sensor on the correct ship?

Are outcomes as recorded on the blockchain by a smart contract ever validated against events off
the blockchain?

e [f so, what is the method and process of verification?

For instance, parties may expect a smart contract to initiate a USD payment from Person A to
another Person B, and record that initiation on the blockchain, after certain conditions are met. Is
the recorded initiation ever validated against the payment instruction produced by the smart
contract as received by Person A’s bank?

Is information or data that is tied to a natural person being recorded on the blockchain?

Does the blockchain comply with privacy regulations as they pertain to the use and storage of such
information or data?

Who is the arbiter if the participants do not agree on the result of the smart contract’s execution?

e How is dispute resolution documented?

e What business and IT controls exist to ensure transactions executed by smart contracts
10 are reliable and conducted properly so that they may be enforced in a court of law if there
is a dispute?

How does the consensus governance process ensure that parties engaged in a transaction using

R the blockchain solution specify that the blockchain is the system of record for the transaction?
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Annex A
(Informative)
Group Signatures

Group signatures used in a private or permissioned blockchain can be associated with a certificate in a PKI.
Typically, a public key certificate identifies the owner of only one private signing key. In a group signature scheme,
a single public key certificate is shared by a set of group members. This serves to mask group member identities,
providing them with a shared alias identity during signature validation.

A group signature provides data integrity and origin authenticity along with some degree of privacy for the signer.
In a group signature scheme, each group member has their own private signing key. All group members share a
common public key. This single public key can be used to verify the signature of any group member.

The degree of privacy afforded to group members depends on several factors, including the size of the group.
However, group signers are not anonymous. It is possible for a financial services organization to comply with
AML/CFT requirements while operating a group signature scheme. A group signature policy should be used to
manage the risk of noncompliance with the organizations legal and regulatory requirements.

Group signature implementations require a group manager, a central authority who can open any group signature
to reveal the identity of the signer. This makes group signature schemes useful in systems that need to detect or
prevent double-spend. In some group schemes, it is also possible for a group manager to link signatures created
by a particular signer.

As with all PKI certificates, a group certificate can be revoked. Group certificate revocation ends the ability to
verify signatures of the entire group. Some schemes offer more granular revocation, making it possible to revoke
a single member, or to restrict the scope of what a given member may sign.

Audit considerations for group signature schemes should include the control objectives that apply to a traditional
PKI. A specific policy describing group signatures should exist. The practices associated with this policy should be
documented in a certificate subscribers SLA. This documentation should detail what features are available in the
group signature scheme, and how such features as signature opening, linking, and revocation are operationally
supported.
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Annex B
(Informative)
Public Key Infrastructures

Designers of DLT systems that rely on a Public Key Infrastructure (PKI) should be prepared to manage transitions
between Certificate Authority (CA) public keys. These transitions are referred to as “key rollovers”. These transitions
can be well-planned and coordinated to prevent disruptions to the system, or they can be uncontrolled, occurring at
any time without warning.

Public Key Infrastructures are important for establishing trust and conforming to security protocols in DLT systems.
The certificate authority (CA) of the PKIl in the DLT system has the right to create and issue certificates to authorized
requesters. Issued and accepted certificates are marked as valid through publication to a certificate repository,
another entity which keeps records of valid certificates with attributes like validity period and owner.

Public key infrastructure relies on asymmetric cryptography. Asymmetric cryptographic key pairs have two
components: a public key that can be widely shared, and a private key that must be protected. When the
confidentiality of private keys is compromised, data protected by digital signatures can suffer loss of integrity. When
private keys associated with public key certificates tied to a PKI are compromised, assurance in the identity and
authenticity of the signer may be lost, and it may be possible for previously signed transactions to be repudiated.

X.509 certificate management, is the PKI activity of monitoring, facilitating, and executing every certificate process
necessary for uninterrupted operations of a DLT network. It is the process of requesting, deploying, renewing, and
replacing certificates on their respective DLT endpoints (which could be an application, a server, a device — or any
other network component). DLT certificate management should, possess functionality to monitor the entire
certificate infrastructure in real time, and automate any certificate operation.
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Annex C
(Informative)
Cryptographic Algorithms

DLT systems may use cryptographic algorithms to provide data integrity, identity authentication, origin authenticity,
and non-repudiation services. To interoperate at a given point in time, participants in a DLT system should support
a common set of cryptographic algorithms. Over time, the set of supported algorithms may change.

Cryptographic hash algorithms are used to provide data integrity in DLT systems. These hashes may be digitally
signed to allow tampering of hashed data to be detected. When these signatures are tied to certificates in a Public
Key Infrastructure (PKI), origin authenticity services are provided, allowing signer identification, and making non-
repudiation possible.

Changes made to the cryptography used within the system may be well-planned and orchestrated to minimize
disruption as participants migrate from one set of algorithms to another. Changes may also be uncontrolled and
occur at any time. These disruptive migrations may be forced on participants by the development of new attacks on
the algorithms in use, key compromise events, or performance increases in computation that effectively weaken
cryptographic protections.

DLT system design should consider the need for cryptographic algorithm agility. In an agile design, it should be
possible for the users of a DLT system to easily migrate to new algorithms over time. The DLT design should also
anticipate forced migrations due to unpredictable changes in cryptography.

A documented policy for cryptographic migration within the DLT system should be defined. This policy should be
communicated to all participants. The policy should become part of the participants disaster recovery (DR) and
business continuity planning (BCP) procedures. These procedures should become part of periodic, continuing
exercises that allow the procedures to be practiced and improved.

It should be possible for all participants in the system to identify the cryptographic algorithms needed to verify the
validity of past transactions. For long-lived data, transactions may reside in the system for an extended period. To
verify a digital signature to ensure the integrity and authenticity of the hashed data in a DLT system, the hash and
signature algorithms and any associated parameters used by the signer must be identified and known.

A common practice for algorithm identification is to package cryptographic keys along with an algorithm identifier.
Digital signatures and keys packaged in PKI certificates illustrate this practice. Other means of algorithm
identification are also possible. Mechanisms may include using a transaction or block header to convey the
algorithms currently in use, or to identify a point of algorithm set transition.

42 ASC X9, Inc. 2021 — All rights reserved



ASC X9 TR 54-2021

Bibliography

[1]

[2]

[3]
[4]
[5]

[6]

[7]

[8]

[9]

ISO 10202 (All Parts) Financial transaction cards — Security architecture of financial transaction systems using
integrated circuit card

ISO 13491-1:2016 Financial services — Secure cryptographic devices (retaill — Part 1: Concepts,
requirements and evaluation methods

ISO/IEC 7810:2019 Identification cards — Physical characteristics
ISO/IEC 7813:2006 Information technology — Identification cards — Financial transaction cards
ISO/IEC 7816 Identification cards — Integrated circuit cards

ISO/IEC 9594-8:2017 Information technology — Open Systems Interconnection — The Directory — Part 8:
Public-key and attribute certificate frameworks

ISO/IEC 15408-1:2009 Information technology — Security techniques — Evaluation criteria for IT security —
Part 1: Introduction and general model

ISO/IEC 18032:2020 Information technology — Security techniques — Prime number generation

ISO/IEC 18033 :2015 Information technology — Security techniques — Encryption algorithms — Part 1:
General

[10]1SO/IEC 19790:2012 Information technology — Security techniques — Security requirements for cryptographic

modules

[11]ISO/IEC 24759:2014 Information technology — Security techniques — Test requirements for cryptographic

modules

[12]NIST FIPS 140-3:2019 Security Requirements for Cryptographic Modules

ASC X9, Inc. 2021 — All rights reserved 43



