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1. Introduction: GLEIF digital strategy for the LEI

2. Safeguard trust in tomorrow’s digital economy
using the LEI

3. Delivering the vLEI with an interoperable and
technically agnostic solution
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The LEI
Live demo

= The LEl is a life-long code owned by the respective

legal entity.

= |t points to the associated

reference data.

Level 2 Data: Who Owns Whom

Parents

NATURAL PERSONS (& (Direct Parent kxce

Direct children (59)

Nestlé S.A,
Maggi-Unternebmungzn AG & (Ciract)

Nestle Marcas S.A.L & (Direct)

digsiaeloh RN SN & (Drect)

Nestlé S.A.

LEI Code KY37LUS27QQX7BB93128

{Primary) Legal Name
Transliterated Names

Registered At

Registared As
Jurisdiction OF Farmation

Entity Legal Form

Entity Status

BIC Code

Nescle Waters Brasll - Behidas E Allmentos Leca. & (Direct)

Nestle Brasil Lica, & (Direct)

Nestle de Colornbia SA. (& (Direct)

Nestle Tarki ye Gida Senayi Anoni mgi rketi & (Direct)

Nestle Middle East FZE & (Direct]

Nestle Dubai Manufacturing LLC. ¢ (Direcs)

Nestle Miadle East Manufacouring LLE & (Direct)

Nescle Lanka PLC (5 (Direcl)

Nesté5.A. >
Neste 5.4,

Commercial Register {Ministry of justice]
Hancelsregister (tidg. Amt flir das Handelsi
Swizerland, Switzerand

RACOOT43

CHE-105.505.036
H

Akticngesel schalt
Ml

@ acve

NESNCH22XXX

Empty fields

Hide

Entlty detalls

Addresses

LEI Registration detalis

LOU details

Level 2 Data;

: Who Owns Whom
Ultimate children (110)

Maggl-Untemehmungen AG @ (Ulimit)
Nestle Marcas SAC & (Ulimele)
Galderrra Nordic AB (& [Uitimate}

el 220 FEHUTA S Ui mate)
CPW Brasil Ltda, (& (Uftimace)

Chacalates Garotn SA (& (Uitimate)

MNesstlie Walers Brasil - Babiidas € & imentus da. @ (Ulimate)

Nestle Noraeste Alimentos E Bebidas Liga. & {Ultim:

Nestle Brasll Ltdz. ¢§) (Jitimate)

Mestle de Colombla SA. & (Litim

Nestle Middle East FZE & (Uldmate)

Nestle Dubzi Manu@acturing LLC, & (Uit mate]

Nestle Middle Fast Manufarturing LLC (& (L Rtimace)

Nessitle Lanka PLC ¢ (Ultimate)

Fandation hesdé

< Iétude des presiémes de Fzlimentation dans i mande (& (U itimate)

Mestle Limited & (Ultirmnite)
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Introduction: GLEIF digital strategy for the LEI




LEI Digital Strategy y Sy LE
Digital Certificates as well as Self-Sovereign Identity Networks

= The LEI has a critical role to play in today’s digital Verifiable Credentials and Digital Certificates and
. .. . . . Decentralized Digital Identit Centralized PKI
world through its ability to provide organizations N ¢ Y .
with unique, permanent identification globally. This Peak of Inflated

Expectations

especially is important in the context of identifying
legal entities involved in digital transactions

Plateau of

= LEI delivers value to both the more mature product of
Productivity

Expectations

- Digital Certificates - and the more recent
innovation of Verifiable Credentials

Innovation Trough of
Trigger Disillusionment

Time
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LEl in digital certificates
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LEl inclusion in Digital Certificates 9, LEI
Signing and encrypting

Digital signatures offer the following main advantages:

= Authentication: legally enforceable proof of who E

actually signed the document Plaintext | Ciphertext @ Plaintext
_> >

. e . Sender Encrypt Decrypt Recipient
" Non-repudiation: assurance that a signer can’t T

falsely deny having signed

Different keys are used to
encrypt and decrypt message

",;7"() ./")

" Integrity: proof that a document has not been
changed since signing

In addition: Recipient’s Recipient’s
Public Private
Key Key

= Embedding LEI codes into digital certificates brings
true digital and updated identity of legal entities

X.509 Digital Certificates
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Example 1: GLEIF Annual Reports

B P
Digital Certificates [y} & (9, LEl
=

— Combine the strengths of the LEl and digital

certificates

— In GLEIF 2018 Annual Report, eIDAS compliant
certificates, for the first time, connect the role of

the signatory to an organization through the LEI

— Watch how it works:
https://youtu.be/w4dmuYdNIQ-Q

2021 GLEIF and/or its affiliates. All rights reserved. | Author: GLEIF | Digital Identity with LEIs | GLEIF Public
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/ Stephan Wolf, CEO

LEI

) Stephan.wol(@gleif.org A
%1 506700GE1G293250X363 ¥
« This document was signed on 10.6.2020, and has since not been modified.
The signing bme it based on the cock of the signer's computer at the time of signing
« The signer's identity has been verified by Certificate Authority:
st at e m ent of c om r eh e' Autoridad de Certificacion Firmaprofesional CIF A62634068
p « The signer has the ceriified role of CEQ at:
for the Period from January 1 to December 31,2019 Global Legal Entity Identifier Foundation
+ The certificate is a Qualified Certificate in accordance with elDAS (EU Regulation
No 910/2014) 1.to Dec. 2018
Gerardus Bartholomeus Jozephus Hartsink, Chairman us$
@ gerard.hartsink@gleif.org
Foe revenue %15 506700GE16G293250X363 17,855,809
Wages and salaries -4,288,884
7 John Alton (Qualified Signature)
Sacial contributions and expanses for pensians and care M- W -618,341
Personnel expenses -4,907,225
Other operating expenses Qﬂﬁr/ Armin Imoberdorf (Qualified Signature) ) PR
()]
Other aperating Income 384703
Amortization and depreciation expense 45046147 873,846 344735
Operating surplus 3,101,669 8,634,457
Subsidies and denations 35 25,368 40,482
Financial income / expense 36 -234,837 325,544
Net surplus 2,892,190 8,349,395
2021-02-09 8 | 20


https://youtu.be/w4muYdNlQ-Q

Chinese demonstration of embedded LEls in certificates \ "'59,‘ | El
With courtesy of CFCA (China Financial Certification Authority)

CFCA E - E Signature Properties X
I .
- ture is VALID, signed by 041@N91110000759626025U@! Al
“ & R sasitias
BFERYER M
HEan Detais
Sonedby: [041@N91110000759626025U8h £ 274V | [Show Certincate... |
W (REE)  BE RS 100000000000085868
s Bl EFEIG: 1311261985X00000(X

LEL: lmwocqxrczxmms |

Z5: WeRGEHFERLT

Legal Name: |mmcmaummmw |

Wi (PEARNEAREZ) . (PEARRDSNFEER) XFRISRSHENENY. BF
® i (i RHOF A4 |, REuTs
EXNNVFEESA. MERTH 2 1. KAkt RiE
WRE, THBASAZERSNED, RZWINPLHSSZHFEERMSHTRET e
LEEFEERN, SOmERATT-HN

Registration ID: [9uwooomszsozsu |

N |

FZUNENAANEESIZEEEFARNZHEENNSR P REIMIES, RETE
£, FLBUSHHTERSZAEENRSREBUAERRREXNTELSE. RSTEaNn
XHM, WHEESA. EFARNIATEARBLS, STENSH. EARMETHERET S

Legal Address: |N0 1-7+ 19 1-10,Building20,PingYuanti,Caishikou South Avenue |

FRESGARNAAESNANN, TABTEEE FAMMERRRST SR, Validity Summary
" o5, B9 S BEAGS, B !E The document has not been modified since this signature was applied.
D" !ﬂkhe signer's identity is vald.
FOEF-SRBUESNRMINNND, HERT
SR, B3 Signature is timestamped.

SignDate: | 2020/10/22 16:38:47 +08'00' [
o “ TimeStamp Authority: | trialt Lefacomen | [show Certiicate... |
B8 2018/6/8 |

Close

B ASAASRNIOE SR AARE S RNERLEF

FEBMUEO !
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Safeguard trust in tomorrow’s digital economy
using the LEI




LEls in a digital world 9, LEI
Making LEls verifiable

©

= When presenting an LEl, it is not clear if Verification examples
— The LEl is valid

= The police verifies the driving license b
— the presenter is the LEl owner or an affiliate R £ v

comparing the photo on the ID with the

— the presenter has the right to use it presenter (biometrics are used widely)
" As a result = An employer calls the university to see if the
— the recipient of the LEI must still check and job applicant’s diploma is real
verify,

= Despite the presented LEI, a bank asks for
business register evidence during onboarding
of a legal entity customer

— background checks are often done manually at a
high cost

& < W " Common problem is the lack of trust —
R ,&: ~ and the costs involved for creating trust
(-‘lg
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The LEI as a Verifiable Credential

= Every Verifiable Credential is created
by an issuer

* The issuer cryptographically signs the
credential with its private key

= An issuer is the organization or entity

that asserts information about a
subject to which a credential is issued

* In our example, the vLEI Issuer is an
organization certified by GLEIF

" GLEIF issues vLEIs to vLEI Issuers as
attestation of trust.

= GLEIF is the Root of Trust

L

— the VLEI Trust Chain 9, | E

©

GLEIF

|_Is:ues vLE| Issuer vLE|
VLEI Issuer

Llssues Legal Entity vLEI
Legal Entity

| Issues Role VC with Legal Entity’s vLE|

Person

LEI Data User

Verifies

© 2021 GLEIF and/or its affiliates. All rights reserved. | Author: GLEIF | Digital Identity with LEIs | GLEIF Public 2021-02-09 12| 20



Application of the vLEI Role Credential

Organization/ Person
Legal Entity

&,

Role

VLS\O[‘ganizaﬁon Wallet /
/VLQTS * \ 4 K
Legal Entity Identifier Person’s Name Role
(LEI Standard) (String)
| |

S

/

VN
S, LEl
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Broader application of the vLEI Role Credential \ ‘(:’), LE|

= vLEI Role Credentials issued by Legal Entities to
Persons whose Official Organizational Roles (ISO
5009 standard in development) that can be verified
both by the Legal Entity as well as against one or
more public sources
Examples:
— Legal Entity — CEO
— Legal Entity — Board Chair

"= VLEI Role Credentials issued by Legal Entities to GLEIF VLEI credential schemas:
Persons in the context of the engagement of those
Persons with the Legal Entities which can be verified

by the Legal Entity — GLEIF credential

— VLEIl Issuer credential

Examples:

— Legal Entity — Other Employees — Legal Entity credential

— Hospital/Physician’s practice — Patients — Official person role credential

— Community/Ecosystem/Exchange/Registered — Engagement context person
Member role credential

— Trusted Supplier/Provider/Registered Member

© 2021 GLEIF and/or its affiliates. All rights reserved. | Author: GLEIF | Digital Identity with LEIs | GLEIF Public 2021-02-09 14| 20
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Delivering the VvLEI with an interoperable and
technically agnostic solution
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The VLEI ecosystem is in full accordance with TolP standards D, LE|

©

* Launched May 2020

TRUST
Over IP

FOUNDATION

= Grew from 27 to 125 member companies in less
than six months

* Founding Members include Mastercard, IBM,
Accenture, Government of British Columbia, LG,
GS1, Mitre, SICPA, R3, Kiva, and 4 universities

= GLEIF joined TolP as Contributor Member

= Hosted by the non-profit Linux Foundation

— Home to over 250 of the world’s leading open
source/open standard projects including Cloud
Native Computing, Hyperledger, Automotive
Grade Linux, Hyperledger, and the Decentralized
Identity Foundation

© 2021 GLEIF and/or its affiliates. All rights reserved. | Author: GLEIF | Digital Identity with LEIs | GLEIF Public 2021-02-09 16 | 20



VvLEl Governance Frameworks

= vLEIs will be issued by VLEI issuers of two

types:

— Existing LEl issuers who elect to issue vLEls

— New issuers who will issue vLEIs by calling

APIs provided by GLEIF & current LEI

issuers

= All vLEl issuers will be qualified under the
GLEIF vLEI Ecosystem Governance Framework

— A TolP-compliant Layer 4 governance

framework

= The vLEI family of verifiable credentials will

Trust over IP Governance Stack

Ecosystem Governance Frameworks

=
Publishes ¥ Member Directory
? ¥ Auditor

Governance Governance v Auditor Accreditor
Authority Framework

Credential Governance Frameworks

=
Publishes v Credential Registry
’ v’ Authoritative Issuer

Governance Governance ¥ Insurer
Authority Framework

Provider Governance Frameworks

|}
Publishes v Hardware Provider
T v Software Provider

VAN
S, LEl

Trust over IP Technology Stack

Apphcatlon Ecosystems

Digital Trust Ecosystem /% Digital Trust Ecosystem

Data Exchange Protocols

\)\0 D
Issuer \le“(‘a“\\a . M Ve
Holder

Governance Governance v Agency
. . Authority Framework Agent / Wallet Agent / Wallet
ge dEfInEd b}; the GLE Fk VLEI Credentlal Utility Governance Frameworks Public Utilities
overnance rramewor
. * Publishes a ¥ Transaction Author DID Method DID Method DID Method
— A TolP-compliant Layer 3 governance __| == ¥ Transaction Endorser
Governance Governance v Steward Utility Utility Utility
fra m ewo r k Authority Framework
= Both frameworks are scheduled to be ready
for initial review by Q2 2021
© 2021 GLEIF and/or its affiliates. All rights reserved. | Author: GLEIF | Digital Identity with LEls | GLEIF Public 2021-02-09 17 | 20



Network-of-networks

True universality and portability

VLEIs are hostable on both ledgers and cloud infrastructure

1. The decentralization of ledgers plus the control and performance of cloud
2. Portability enables GLEIF’s ecosystem to unify all ledger-based ecosystems

that support the vLEl

GLEIF Controller Network

S,

LEC»\L
I.)ENTI IE

\4

GLEIF Witness
Network-of-Networks

GLEIF Indy/Sovrin
Witness Networks

GLEIF Cloud
Witness Network

GLEIF Ethereum
Witness Network

GLEIF Alastria-Quorum
Witness Network

© 2021 GLEIF and/or its affiliates. All rights reserved. | Author: GLEIF | Digital Identity with LEls | GLEIF Public
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GLEIF’s vLEl approach 9, LE|

©

Agnostic to any network Interoperability

= Development of the capabilities needed for = This would allow GLEIF to connect to any blockchain
GLEIF to issue and verify vLEls for vLEI Issuers or distributed ledger technology SSI network
does not need to operate on blockchain or without the need for custom implementation, cost
distributed ledger technology. and overhead of operation.

= GLEIF can implement KERI (Key Event Receipt = KERI is Quantum Safe. It is resistant to attacks by
Infrastructure) to support fully decentralized both classical and quantum computers.

portable secure key management operations
on self-certifying identifiers.

= GLEIF is undertaking development of the

capabilities based on KERI during 1Q to 3Q of p\
2021 and aim for initial live beta (ﬁ"‘)
implementation with an SSI Network starting L_,\h

in 4Q.

https://keri.one
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Limitations

= This presentation contains confidential and proprietary information
and/or trade secrets of the Global Legal Entity Identifier Foundation
(GLEIF) and/or its affiliates, and is not to be published, reproduced,
copied, or disclosed without the express written consent of Global
Legal Entity Identifier Foundation.

= Global Legal Entity Identifier Foundation, the Global Legal Entity
Identifier Foundation logo are service marks of Global Legal Entity
Identifier Foundation.
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