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Foreword 

Approval of an American National Standard requires verification by ANSI that the requirements for due process, 
consensus, and other criteria for approval have been met by the standards developer. 

Consensus is established when, in the judgment of the ANSI Board of Standards Review, substantial agreement 
has been reached by directly and materially affected interests. Substantial agreement means much more than a 
simple majority, but not necessarily unanimity. Consensus requires that all views and objections be considered, and 
that a concerted effort be made toward their resolution. 

The use of American National Standards is completely voluntary; their existence does not in any respect preclude 
anyone, whether he has approved the standards or not from manufacturing, marketing, purchasing, or using 
products, processes, or procedures not conforming to the standards. 

The American National Standards Institute does not develop standards and will in no circumstances give an 
interpretation of any American National Standard. Moreover, no person shall have the right or authority to issue an 
interpretation of an American National Standard in the name of the American National Standards Institute. Requests 
for interpretation should be addressed to the secretariat or sponsor whose name appears on the title page of this 
standard. 
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Introduction 

Business practice has changed with the introduction of computer-based technologies.  The substitution of 
electronic transactions for their paper-based predecessors has reduced costs and improved efficiency.  Trillions 
of dollars in funds and securities are transferred daily by telephone, wire services, and other electronic 
communication mechanisms.  The high value or sheer volume of such transactions within an open environment 
exposes the financial community and its customers to potentially severe risks from accidental or deliberate 
alteration, substitution or destruction of data.  Interconnected networks, and the increased number and 
sophistication of malicious adversaries compound this risk.  

The inevitable advent of electronic communications across uncontrolled public networks and the advent of using 
blockchain and distributed ledger technologies over the Internet, are also increasing risk to the financial industry.  
The necessity to expand business operations onto these environments has elevated the need to develop a 
common understanding of these new technologies, and to create shared, standardized definitions that can be 
used to describe and manage their risks.  The financial community is responding to these needs. 

Suggestions for the improvement or revision of this Standard are welcome. They should be sent to the X9 
Committee Secretariat, Accredited Standards Committee X9, Inc., Financial Industry Standards, 275 West 
Street, Suite 107 Annapolis, MD 21401 USA. 

This Standard was processed and approved for submittal to ANSI by the Accredited Standards Committee on 
Financial Services, X9. Committee approval of the Standard does not necessarily imply that all the committee 
members voted for its approval. 

CAUTION NOTICE: This American National Standard may be revised or withdrawn at any time. The procedures 
of the American National Standards Institute require that action be taken to reaffirm, revise, or withdraw this 
standard no later than five years from the date of approval. 

 



ANSI X9.138–2020 

6 © 2020 ASC X9, Inc. – All rights reserved 

 

At the time this standard was approved, the X9 committee had the following members: 

Roy C. DeCicco, X9 Chairman 
Corby Dear, X9 Vice Chairman 
Steve Stevens, X9 Executive Director 
Janet Busch, Program Manager 
Ambria Frazier, Program Manager 
 

Organization Represented Representative 

ACI Worldwide ........................................................................................................ Doug Grote 
Amazon .................................................................................................................. Igor Kleyman 
American Bankers Association ............................................................................... Diane Poole 
Bank of America ..................................................................................................... Daniel Welch 
BDO ........................................................................................................................ Tim Crawford 
Bloomberg LP ......................................................................................................... Corby Dear 
Citigroup, Inc. ......................................................................................................... Ellen Xu 
Communications Security Establishment................................................................ David Smith 
Conexxus, Inc. ........................................................................................................ Gray Taylor 
CUSIP Global Services........................................................................................... Gerard Faulkner 
Delap LLP ............................................................................................................... Andrea Beatty 
Deluxe Corporation ................................................................................................. Andy Vo 
Diebold Nixdorf ....................................................................................................... Bruce Chapa 
Digicert ................................................................................................................... Dean Coclin 
Discover Financial Services .................................................................................... Diana Pauliks 
Dover Fueling Solutions.......................................................................................... Henry Fieglein 
Federal Reserve Bank ............................................................................................ Ainsley Hargest 
FIS .......................................................................................................................... Stephen Gibson-Saxty 
Fiserv ...................................................................................................................... Lisa Curry 
Fiserv ...................................................................................................................... Dan Otten 
FIX Protocol Ltd - FPL ............................................................................................ James Northey 
Futurex ................................................................................................................... Ryan Smith 
Gilbarco .................................................................................................................. Bruce Welch 
Harland Clarke ........................................................................................................ Jonathan Lee 
Hyosung TNS Inc. .................................................................................................. Joe Militello 
IBM Corporation ..................................................................................................... Todd Arnold 
Ingenico .................................................................................................................. Steven Bowles 
ISITC ...................................................................................................................... Lisa Iagatta 
ITS, Inc. (SHAZAM Networks) ................................................................................ Manish Nathwani 
J.P. Morgan Chase ................................................................................................. Roy DeCicco 
MagTek, Inc. ........................................................................................................... Mimi Hart 
MasterCard Europe Sprl ......................................................................................... Mark Kamers 
NACHA The Electronic Payments Association ....................................................... George Throckmorton 
National Security Agency........................................................................................ Mike Boyle 
NCR Corporation .................................................................................................... Kevin Spengler 
Office of Financial Research, U.S. Treasury Department ....................................... Thomas Brown Jr. 
PCI Security Standards Council ............................................................................. Troy Leach 
PricewaterhouseCoopers LLP ................................................................................ Michael Versace 
PriVerify Corp ......................................................................................................... Adam Glynn 
RouteOne ............................................................................................................... Chris Irving 
SWIFT/Pan Americas ............................................................................................. Karin DeRidder 
Symcor Inc. ............................................................................................................. Debbi Fitzpatrick 
TECSEC Incorporated ............................................................................................ Ed Scheidt 
The Clearing House ................................................................................................ Sharon Jablon 
U.S. Bank ............................................................................................................... Michelle Wright 



ANSI X9.138–2020 

 

© 2020 ASC X9, Inc. – All rights reserved 7 

 

 

U.S. Commodity Futures Trading Commission (CFTC) .......................................... Robert Stowsky 
University Bank....................................................................................................... Stephen Ranzini 
USDA Food and Nutrition Service .......................................................................... Lisa Gifaldi 
VeriFone, Inc. ......................................................................................................... Dave Faoro 
Viewpointe .............................................................................................................. Richard Luchak 
VISA ....................................................................................................................... Adam Clark 
Wells Fargo Bank ................................................................................................... Mark Schaffer 
 
 
At the time this standard was approved, the X9A subcommittee on Electronic and Emerging Payments had the 
following members: 

Guy Berg, Federal Reserve Bank of Minneapolis, Chairman 
 
Organization Represented Representative 

American Bankers Association ............................................................................... Steven Kenneally 
American Express Company .................................................................................. Gail Chapman 
Bank of America ..................................................................................................... Andi Coleman 
Bank of America ..................................................................................................... Sean Fitzpatrick 
Bank of America ..................................................................................................... Michael Shanzer 
Bank of America ..................................................................................................... Matt Sharp 
Bank of America ..................................................................................................... Daniel Welch 
Bank of America ..................................................................................................... Terri Willis 
CDP, Inc. ................................................................................................................ Johnny Sena 
Conexxus, Inc. ........................................................................................................ Alan Thiemann 
Conexxus, Inc. ........................................................................................................ Linda Toth 
Delap LLP ............................................................................................................... Andrea Beatty 
Diebold Nixdorf ....................................................................................................... Bruce Chapa 
Discover Financial Services ................................................................................... Diana Pauliks 
Dover Fueling Solutions ......................................................................................... Henry Fieglein 
Federal Reserve Bank ............................................................................................ Guy Berg 
Federal Reserve Bank ............................................................................................ Scott Brubaker 
Federal Reserve Bank ............................................................................................ Marianne Crowe 
Federal Reserve Bank ............................................................................................ Ainsley Hargest 
Federal Reserve Bank ............................................................................................ Brooke Imhoff 
Federal Reserve Bank ............................................................................................ Raphael Johnson 
Federal Reserve Bank ............................................................................................ Angela Lawson 
Federal Reserve Bank ............................................................................................ David Lott 
Federal Reserve Bank ............................................................................................ Susan Pandy 
Federal Reserve Bank ............................................................................................ Patti Ritter 
FIS .......................................................................................................................... Prashant Gupta 
FIS .......................................................................................................................... Cary Jeffers 
FIS .......................................................................................................................... Gail Lumsden 
FIS .......................................................................................................................... Prajoy Prabhakaran 
FIS .......................................................................................................................... Joe Stein 
Fiserv ...................................................................................................................... Lisa Curry 
Fiserv ...................................................................................................................... Jodi Delaney 
Fiserv ...................................................................................................................... Allen Heimerdinger 
Fiserv ...................................................................................................................... Kelly Hynek 
Fiserv ...................................................................................................................... Dan Otten 
Gilbarco .................................................................................................................. Bruce Welch 



ANSI X9.138–2020 

8 © 2020 ASC X9, Inc. – All rights reserved 

 

Health and Human Services Commission .............................................................. Duane Grabarschick 
Health and Human Services Commission .............................................................. John Hannemann 
Inmar ...................................................................................................................... Joyce Ballack 
Inmar ...................................................................................................................... Cameron Clark 
Inmar ...................................................................................................................... Taquanica Floyd 
Inmar ...................................................................................................................... Poovannan Rathinam 
ITS, Inc. (SHAZAM Networks) ................................................................................ Manish Nathwani 
J.P. Morgan Chase ................................................................................................. Clinton Jones 
MasterCard Europe Sprl ......................................................................................... Carl Jansson 
MasterCard Europe Sprl ......................................................................................... Vince Morelli 
NCR Corporation .................................................................................................... Jackie Farone 
NCR Corporation .................................................................................................... Rick Fender 
NCR Corporation .................................................................................................... Stephen Gawne 
NCR Corporation .................................................................................................... Bradford Loewy 
NCR Corporation .................................................................................................... Scott Meier 
Office of Financial Research, U.S. Treasury Department ....................................... Jennifer Bond-Caswell 
P97 Networks, Inc. ................................................................................................. Donald Frieden 
P97 Networks, Inc. ................................................................................................. David Nichamoff 
PriVerify Corp ......................................................................................................... Adam Glynn 
SWIFT/Pan Americas ............................................................................................. Karin DeRidder 
Symcor Inc. ............................................................................................................. Debbi Fitzpatrick 
TECSEC Incorporated ............................................................................................ Jay Wack 
Thales UK Limited .................................................................................................. Amit Sinha 
The Clearing House ................................................................................................ Sharon Jablon 
The Clearing House ................................................................................................ Jackie Pagán 
University Bank ....................................................................................................... Stephen Ranzini 
University Bank ....................................................................................................... Michael Talley 
USDA Food and Nutrition Service .......................................................................... Lisa Gifaldi 
USDA Food and Nutrition Service .......................................................................... Erin McBride 
Viewpointe .............................................................................................................. Richard Luchak 
VISA ....................................................................................................................... Glenn Powell 
Wells Fargo Bank ................................................................................................... Gagandeep Bakshi 
Wells Fargo Bank ................................................................................................... Sotos Barkas 
Wells Fargo Bank ................................................................................................... Debbie Chacon 
Wells Fargo Bank ................................................................................................... Paul Crofts 
Wells Fargo Bank ................................................................................................... Jeff Fromm 
Wells Fargo Bank ................................................................................................... Andrew Garner 
Wells Fargo Bank ................................................................................................... Phillip Griffin 
Wells Fargo Bank ................................................................................................... Joe Janas 
Wells Fargo Bank ................................................................................................... Rameshchandra Ketharaju 
Wells Fargo Bank ................................................................................................... Alan Nguyen 
Wells Fargo Bank ................................................................................................... Mark Schaffer 
Wells Fargo Bank ................................................................................................... Jeff Stapleton 
Wells Fargo Bank ................................................................................................... Anita Sukur 
Wyoming Department of Health WIC Program ....................................................... Wes Cure 
Wyoming Department of Health WIC Program ....................................................... Tina Fearneyhough 
Wyoming Department of Health WIC Program ....................................................... Melissa Sosa 
 

Under ASC X9, Inc. procedures, a working group may be established to address specific segments of work under 
the ASC X9 Committee or one of its subcommittees. A working group exists only to develop standard(s) or 
guideline(s) in a specific area and is then disbanded. The individual experts are listed with their affiliated 
organizations. However, this does not imply that the organization has approved the content of the standard or 
guideline.  

X9A1 – Distributed Ledger Terminology working group had the following members 



ANSI X9.138–2020 

 

© 2020 ASC X9, Inc. – All rights reserved 9 

 

 

Andrew Garner, Wells Fargo Bank, Chairman 
Amy Kim, Chamber of Digital Commerce, Vice Chair 
Divij Pandya – Work Group Editor 
 

Organization Represented Representative 

American Bankers Association ............................................................................... Steven Kenneally 
American Express Company .................................................................................. Gail Chapman 
Bank of America ..................................................................................................... Andi Coleman 
CDP, Inc. ................................................................................................................ Johnny Sena 
Chamber of Digital Commerce ............................................................................... Amy Kim 
Chamber of Digital Commerce ............................................................................... Divij Pandya 
Delap LLP ............................................................................................................... Victoria Leca 
Discover Financial Services ................................................................................... Micah Kerr 
Dover Fueling Solutions ......................................................................................... Wes Mcafee 
Federal Reserve Bank ............................................................................................ Guy Berg 
Federal Reserve Bank ............................................................................................ Ray Green 
Federal Reserve Bank ............................................................................................ Angela Lawson 
Federal Reserve Bank ............................................................................................ Michael Warner 
IBM Corporation ..................................................................................................... Todd Arnold 
IBM Corporation ..................................................................................................... Richard Kisley 
ISITC ...................................................................................................................... Jason Brasile 
J.P. Morgan Chase ................................................................................................. Darryl Scott 
MasterCard Europe Sprl ......................................................................................... Carl Jansson 
MasterCard Europe Sprl ......................................................................................... Michael Yu 
Member Emeritus ................................................................................................... Mark Tiggas 
National Security Agency ....................................................................................... Laura Corcoran 
National Security Agency ....................................................................................... Karen Staley 
Office of Financial Research, U.S. Treasury Department ....................................... Jennifer Bond-Caswell 
PriVerify Corp ......................................................................................................... Adam Glynn 
TECSEC Incorporated ............................................................................................ Jay Wack 
Thales UK Limited .................................................................................................. Amit Sinha 
The Clearing House................................................................................................ Jackie Pagán 
University Bank....................................................................................................... Stephen Ranzini 
Viewpointe .............................................................................................................. Richard Luchak 
VISA ....................................................................................................................... Adam Clark 
VISA ....................................................................................................................... Simon Hurry 
VISA ....................................................................................................................... Alex Pierre 
Wells Fargo Bank ................................................................................................... Allen Ausec 
Wells Fargo Bank ................................................................................................... Gagandeep Bakshi 
Wells Fargo Bank ................................................................................................... David Cooper 
Wells Fargo Bank ................................................................................................... Paul Crofts 
Wells Fargo Bank ................................................................................................... Andrew Garner 
Wells Fargo Bank ................................................................................................... Phillip Griffin 
Wells Fargo Bank ................................................................................................... Jeff Stapleton 
Wells Fargo Bank ................................................................................................... Tony Stieber 
Wells Fargo Bank ................................................................................................... Tony Suarez 
Wells Fargo Bank ................................................................................................... Anita Sukur 
Wells Fargo Bank ................................................................................................... Sean Zhang 
 



ANSI X9.138–2020 

10 © 2020 ASC X9, Inc. – All rights reserved 

 

Distributed Ledger Technologies Terminology 

1 Scope 

This standard defines terminology for blockchain, digital currency, and distributed ledger technologies (DLT) for use 
in the financial services industry. These defined terms are intended to assist regulators, inform future legislation, 
and provide consistency in the development of future X9 financial services standards. A standardized vocabulary 
will help remove barriers to the adoption of new technologies that can improve operating efficiency in financial 
services, reduce cost for banks and their customers, and lead to greater understanding in our legal and regulatory 
community. The scope of this standard includes terms used to describe blockchain, digital currency, and DLT. These 
include terms related to business, legal, legislation, and technology.  

2  Normative References 

There are no referenced documents indispensable for the application of this document. 

3 Terms and definitions 

The defining standard is listed in parentheses after each term. The first listing is the current defining standard and 
the second listing, if present, is the past or future defining standard. If a definition starts with the words, “As used in 
this standard…” it indicates the definition is altered to meet the needs of this standard and differs from the definition 
in the referenced defining standard. 

Explanatory Note: the term participant within this standard means “one that participates.”  
Source: https://www.merriam-webster.com/dictionary/participant?src=search-dict-hed 

 

3.1 Block 

a set of data representing a confirmed batch of transactions with an associated header containing a timestamp 
hash-linked to the previously confirmed set of data which ensures the continuity of a ledger 

3.2 Blockchain 

a type of distributed ledger technology that (i) groups data into blocks that are hash-linked chronologically and 
confirmed by a consensus mechanism over a shared distributed network of participants to validate the creation of 
transactions or events being posted to the ledger and (ii) is tamper-resistant and intended to serve as an immutable 
record of all such transactions and events 

3.3 Block Explorer 

a search tool that locates blockchain data using a hash, or other means, and enables analysis of the data 

3.4 Block Height 

the number of blocks on a blockchain*  
*Note: The genesis block is considered block zero. 

3.5 Central Bank Digital Currency 

a government backed digital currency that is issued by a central bank  

https://www.merriam-webster.com/dictionary/participant?src=search-dict-hed
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3.6 Chaincode 

a computer software representation of business logic and programming language instructions used to register and 
manage the state of transactions on a ledger 

3.7 Consensus Protocol 

a system of agreement that allows a collection of distributed participants to affirm transactions that can be recorded 
to the shared ledger 

3.8 Cryptoasset 

any digital asset that relies on aspects of cryptography and distributed ledger technology for its issuance, storage, 
exchange, or transaction validation, including, but not limited to, cryptocurrencies, cryptosecurities, and utility tokens 

3.9 Cryptocurrency 

a digital currency that (i) does not have legal tender status, (ii) is or is intended to be used as a medium of exchange, 
(iii) is not a security under the appropriate government authority, and (iv) relies on aspects of cryptography and 
distributed ledger technology to be issued, transferred, stored or traded electronically 

3.10 Cryptographic 

pertaining to, or concerned with, cryptography 

[SOURCE: CNSSI-4009] 

3.11 Cryptographic Key 

value used to control cryptographic operations, such as decryption, encryption, signature generation, or signature 
verification 

[SOURCE: SP 800-63] 

3.12 Cryptography 

discipline which embodies principles, means and methods for the transformation of data in order to hide its 
information content, prevent its undetected modification, prevent its unauthorized use or a combination thereof 

[SOURCE: ANSI X9.95:2016, 3.16] 

3.13 Decentralized Autonomous Organization 

an organization represented by rules encoded as a self-sustaining computer program with a protocol and consensus 
mechanism that enforces the agreed to rules without the intervention of a central authority or single entity 

3.14 Digital 

data expressed as series of the digits 0 and 1 
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3.15 Digital Asset 

an electronic representation of value 

3.16 Digital Currency 

a digital asset used as a medium of exchange 

3.17 Digital Token 

a digital representation of any asset, object, or data value 

3.18 Distributed Ledger Technology 

A digital recordkeeping system, governed by rules and/or a consensus mechanism, where information is replicated 
across multiple sites or entities  

3.19 Fork 

two or more blocks hash-linked to the same preceding block 

3.20 Genesis Block 

initial block in a blockchain 
 

3.21 Government Backed Digital Currency 

a digital currency that is a medium of exchange of value defined by reference to the geographical location of the 
monetary authorities responsible for it 

3.22 Hard Fork 

a change that results in two ledgers operating independently 

3.23 Hash Link 

a pointer comprised of the address of the previous logical block and the hash of the data contained within that block 

3.24 Hash Value 

a string of bits resulting from application of a cryptographic algorithm to data, typically represented in an 
alphanumeric form 

3.25 Oracle 

the source of external data written to a ledger used to inform a decision or an action on that ledger 

3.26 Orphan Block 

a valid block that has not been added to a blockchain due to lack of consensus 
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3.27 Paper Wallet 

a printed piece of paper containing the cryptographic keys associated with a ledger entry 

3.28 Peer-to-Peer (P2P) 

a distributed architecture that partitions tasks or workloads between peers, which are equally privileged, equipotent 
participants in the application 
 
[Source: Wikipedia] 

3.29 Permissioned 

restrictions on a participant’s ability to read or write data* 

*Note: restrictions may include the use of authentication, authorization, or cryptography.  

3.30 Permissionless 

a participant’s ability to read or write data is not restricted 

3.31 Private 

access requires consent 

3.32 Public 

access does not require consent 

3.33 Sidechain 

a series of blocks in a blockchain that are associated with another blockchain, neither blockchain effecting the 
operation of the other 

3.34 Soft Fork 

a change that maintains the operation of the current ledger 

3.35 Taint 

virtual currency identified as potentially being implicated in illicit activity 

3.36 Tokenless Ledger 

a type of distributed ledger technology that does not utilize a digital token to operate 

3.37 Utility Token 

a digital token that can be used to purchase or access a product or service 
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3.38 Virtual Currency 

a digital currency that (i) does not have legal tender status, (ii) is or is intended to be used as a medium of exchange, 
and (iii) is not a security under the appropriate government authority 


