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DESIGNING QUANTUM SOFTWARE



What can you do now with a quantum computer?

• Currently, not enough qubits for a realistic speed-up (in circuit model). 
Proof-of-principle quantum programs.

• Main prize: understand NOW what it takes to use one and identify 
potential business cases, so your business will benefit ASAP once the 
tech is out there

• Priority: finding applications and optimizing algorithms

• Resource counts continue to decline as we improve 
algorithms/software; make sure you are prepared

• Plausible that in next 2-4  years (e.g. IARPA LogiQ) that a fault-tolerant 
qubit is demonstrated, followed by intense scaling effort

• Possible that some quantum advantage is attainable with sufficiently 
large NISQ devices or quantum annealers.



https://github.com/softwareQinc



Quantum resource estimation





Discovering and implementing better 

circuit synthesis and optimization tools

 Optimal T-depth synthesis of one-qubit unitaries

 Optimization of T-depth via matroid partitioning

 Optimizing phase polynomials via Reed-Muller 

decoding

 Combinatorial methods for better Pauli decompositions 

applicable to Variational Quantum Eigensolvers

 Brute force exhaustive synthesis of multi-qubit unitaries

 Parallel collision-finding algorithms applied to circuit 

synthesis

http://qsoft.iqc.uwaterloo.ca

http://qsoft.iqc.uwaterloo.ca/


To appear in Quantum Science and Technology

To appear in IEEE Trans. Quantum Eng.

Various architecture considerations



Bottom line for RSA-2048



On some alternative quantum factoring approaches…

https://arxiv.org/pdf/1902.01448.pdf https://arxiv.org/pdf/1910.09592.pdf

https://eprint.iacr.org/2017/352



Do we need to worry now?

Depends on*:

• security shelf-life (x years)

• migration time (y years)

• collapse time (z years)

“Theorem”: If x + y > z,  then worry.

y

time

x

z

*M. Mosca: e-Proceedings of 1st ETSI Quantum-Safe Cryptography 

Workshop, 2013.  Also http://eprint.iacr.org/2015/1075

http://eprint.iacr.org/2015/1075


A very recent milestone

“Quantum supremacy”



CNOT fault-tolerant CNOT

Critical Future Milestone:

Scalable fault-tolerant logical qubits

Logical layer Physical layer

=



Estimating ‘z’?

https://www.bsi.bund.de/DE/Publikationen/Studien/Quantencomputer/quantencomputer.html

(first draft in 2018; updated version 1.1 in 2019)

https://www.bsi.bund.de/DE/Publikationen/Studien/Quantencomputer/quantencomputer.html


https://www.nap.edu/catalog/25196/

quantum-computing-progress-and-

prospects (presented in Dec. 2018)

https://www.nap.edu/catalog/25196/quantum-computing-progress-and-prospects


What is ‘z’?

• Michele Mosca [Oxford, 1996]: “20 qubits in 20 years”

• Microsoft Research [October 2015]: ”Recent improvements in control of quantum systems make 

it seem feasible to finally build a quantum computer within a decade”.

• Michele Mosca ([NIST, April 2015], [ISACA, September 2015]): “1/7 chance of breaking RSA-

2048 by 2026, ½ chance by 2031”

• Michele Mosca [London, September 2017]: “1/6 chance within 10 years”

• Simon Benjamin [London, September 2017]: Speculates that if someone is willing to “go 

Manhattan project” then “maybe 6-12 years”

• Michele Mosca [Seattle, November 2019]: 1/5 chance within 10 years

See also: https://globalriskinstitute.org/publications/quantum-threat-timeline/

https://globalriskinstitute.org/publications/quantum-threat-timeline/


Name Institution

Scott Aaronson University of Texas at Austin

Dorit Aharonov The Hebrew University of Jerusalem

Dave Bacon Google

Simon 

Benjamin

University of Oxford

Alexandre Blais Université de Sherbrooke

Ignacio Cirac Max Planck Institute of Quantum Optics

Bill Coish McGill University

David 

DiVincenzo

Forschungszentrum Jülich

Runyao Duan Institute for Quantum Computing, Baidu 

Research

Martin Ekerå KTH Royal Institute of Technology and 

Swedish NCSA

Artur Ekert University of Oxford and National 

University of Singapore

Name Institution

Daniel 

Gottesman

Perimeter Institute for Theoretical 

Physics

and Quantum Benchmark Inc

Jungsang Kim Duke University

Ashley 

Montanaro

University of Bristol

Andrea 

Morello

UNSW Sydney

Yasunobu 

Nakamura

The University of Tokyo

Tracy Northup University of Innsbruck

Peter Shor Massachusetts Institute of Technology

Stephanie 

Simmons

Simon Fraser University

Krysta Svore Microsoft

Frank Wilhelm-

Mauch

Saarland University

Shengyu Zhang Tencent

See also: https://globalriskinstitute.org/publications/quantum-threat-timeline/

https://globalriskinstitute.org/publications/quantum-threat-timeline/
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So what do we do about it now?

We don’t get to call a “time-out” if we’re not ready!

“Execution is 90% planning and 10% doing”

x



Quantum Risk Assessment 
(QRA) Methodology:

Phase 1- I dent ify and document  assets, 

and their  current  cryptographic 

protect ion.

Phase 2- Research the state of emerging 

quantum technologies, and 

the t imelines for availability of 

quantum computers.

Phase 3- I dent ify and document  threat  actors, and est imate 

their  t ime to access quantum technology “z ”.

Phase 4- I dent ify the lifet ime of your assets “x ”, and “y”  the t ime 

required to m igrate the organizat ions technical infrast ructure 

to a quantum-safe state. 

Phase 5- Determ ine quantum r isk by calculat ing whether business 

assets will become vulnerable before the organizat ion can 

move to protect  them.  (x +  y >  z ?)

Phase 6- I dent ify and pr ior it ize the act ivit ies required to maintain 

awareness, and to m igrate the organizat ion’s technology to a 

quantum-safe state.

https://globalriskinstitute.org/publications/3423-2/

https://globalriskinstitute.org/publications/3423-2/


Design issues for hybrid key exchange 

in TLS 1.3

Douglas Stebila, Scott Fluhrer, Shay Gueron. Design issues for hybrid key exchange in TLS 

1.3. Internet-Draft. Internet Engineering Task Force, July 2019. 

https://tools.ietf.org/html/draft-stebila-tls-hybrid-design-01 Thanks to Douglas Stebila for this slide.

https://tools.ietf.org/html/draft-stebila-tls-hybrid-design-01


Hybrid key encapsulation mechanisms and 

authenticated key exchange

25

Nina Bindel, Jacqueline Brendel, Marc Fischlin, Brian Goncalves, Douglas Stebila. Hybrid 

key encapsulation mechanisms and authenticated key exchange. In Jintai Ding, Rainer 

Steinwandt, editors, Proc. 10th International Conference on Post-Quantum Cryptography 

(PQCrypto) 2019, LNCS. Springer, May 2019. https://eprint.iacr.org/2019/858
Thanks to Douglas Stebila for this slide.

https://eprint.iacr.org/2019/858


26https://openquantumsafe.org/ • https://github.com/open-quantum-safe/

https://openquantumsafe.org/
https://github.com/open-quantum-safe/
https://github.com/open-quantum-safe/
https://github.com/open-quantum-safe/


Open Quantum Safe Project

27

liboqs

key exchange / KEMs signatures

isogenies code-based lattice-based
multi-variate 
polynomial

hash-based 
/ symmetric

OpenSSL

•• TLS 1.2

•• TLS 1.3

BoringSSL
Open

SSH

Language 
SDKs

C#, C++, Go, 
Python

Apache 
httpd

nginx
curl, 
links

Open
VPN

C language library, 

common API

• x86/x64 (Linux, Mac, 

Windows)

• ARM (Android, Linux)

Integration into forks of 

widely used open-source 

projects

Use in applications

PQClean

Standalone C 

reference 

implementations, 

heavily tested

Chromium



Prototyping post-quantum and hybrid key 

exchange and authentication in TLS and 

SSH

28

Eric Crockett, Christian Paquin, Douglas Stebila. Prototyping post-quantum and hybrid key 

exchange and authentication in TLS and SSH. In NIST 2nd Post-Quantum Cryptography 

Standardization Conference 2019. August 2019. https://eprint.iacr.org/2019/858

https://eprint.iacr.org/2019/858


User Layer

KMS

QNL

QLL

User-KMS Interface

KMS-QNL Interface

QNL-QLL Interface



Lifecycle management vs crisis management
Proactive Reactive

Short term net cost

(<12 months)

≈$0
(planning)

$0
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Lifecycle management vs crisis management
Proactive Reactive

Short term net cost

(<12 months)

≈$0
(planning)

$0

Short to Medium term net 

cost

(≈1-2 years)

≈$0
(planning/testing/ vendor 

dialogue)

≈$0
(potential loss of customers)

Medium to Long term net 

cost (≈3-8 years)

≈$0
(updating/testing/vendor

selection)

+potential gain of customers

Likely substantial costs

(increasingly likely loss of customers; 

potential non-compliance with emerging 

regulations; rushed replacement of 

software/hardware)

Long term net cost Net gains

(new customers and better 

security against conventional 

attacks)

Ranges from substantial to devastating

(loss of past and present data; collapse of 

systems due to cryptanalysis, loss of 

trust, lack of interoperability, etc.) 

Large potential costs also to customers 

and the broader ecosystem



2020 Resolutions

• Put someone in charge of producing a quantum readiness plan by Q3

• Provide them broad executive support for the planning exercise

• Give NIST feedback on cryptographic algorithm requirements by April 2020

• Update RFPs and start/continue vendor engagement by Q4



Thank you!
Comments, questions and feedback are very welcome.

Michele Mosca
Professor, Faculty of Mathematics

Co-Founder, Institute for Quantum Computing, 

University of Waterloo www.iqc.ca/~mmosca

mmosca@uwaterloo.ca

CEO, evolutionQ Inc. @evolutionQinc
michele.mosca@evolutionq.com

Co-founder, softwareQ Inc. softwareq.ca

W ell done! 
Great progress in the past year.

Let ’s keep going! 
More to do in the coming year.

http://www.iqc.ca/%7Emmosca
mailto:mmosca@uwaterloo.ca
mailto:michele.mosca@evolutionq.com
https://softwareq.ca/
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